
The world has changed.



The data center is a cloud.



The corporate network is Starbucks WiFi.



Phones, tablets, and wearables have 
replaced managed laptops.



The hottest new apps are built in 
someone’s garage.



So what’s IT’s response to this change?



You restrict your users.



You manage devices.



You lock down access.



…but mobile devices are personal.



…and because they’re personal,  
they’re the new target of attack.



Hey Aaron, check out the new KTM 500 EXC. 
http://ktm500exc.iamges.com.au/link 
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Pegasus - a real life mobile exploit



Top: Max 
Bazaliy. Right: 
Mike Murray, 

Andrew Blaich, 
Kristy Edwards, 

Seth Hardy
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Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Actions on Objective Multi-stage iOS exploit

Click link Initial 
Exploit

Jailbreak

Two kernel exploits: 
• CVE-2016-4656 

• CVE-2016-4657 
jailbreak the device

Exploit against Safari 
• CVE-2016-4655 CVE-2016-4655 CVE-2016-4656

CVE-2016-4657
1  zero day 2  zero days 3  zero days 



Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Actions on Objective Installs persistent malware implant

hidden install Surveillance 
Software

•Installs persistent stealth monitoring 
•Establishes communication to Command & Control infrastructure 
•Hooks all communication and starts stealing data 

Sophisticated Capabilities 
•Auto-start on reboot 
•Re-exploit the kernel to maintain root privileges 
•Disable iOS firmware updates 
•Self-destruct if phone is tampered with
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Your Google verification code is:5678429 
http://gmail.com/?
z=FEcCAA==&i=MTphYWxhYW4udHY6NDQzL
DE6bWFub3Jhb25saW5lLm5ldDo0NDM=&s=z
pvzPSYS674= 
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The Arms Dealer: NSO Group
“NSO Group is a leader in the field of Cyber warfare.”



Apple did a fantastic job and patched vulnerabilities in 10 days!



What did your organization do?



Confiscate and replace 600 exec devices



Wipe all 1,500 un-patched devices



*Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the 
opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

Gartner Predicts 2017

Source: Gartner Predicts 2017: Endpoint and Mobile Security, John Girard, Dionisio Zumerle, Brian Reed, Peter Firstbrook, Bart Willemsen, November 2016

• “Mobile attacks (Pegasus, XcodeGhost) and vulnerabilities (Stagefright, 
Heartbleed) are increasing in terms of both number and pragmatism.” 

• “Enterprises are now looking for solutions that can enhance their mobile 
security posture.” 

Key findings

“Start now to evaluate MTD tools, and gradually implement these solutions 
in complement to EMM. “

Security and risk managers responsible for 
endpoint and mobile security must



General threat encounter rate for enterprise mobile devices 

Out of every 1,000  
enterprise mobile devices… …nearly 30 encountered  

    serious threats



Threat encounter rate for Retail Sector mobile devices

Out of every 1,000  
enterprise mobile devices…

… 45 serious threats,  
of which 

… 32 trojans 

…   7 root enablers 

…    4 surveillance



Threat encounter rate for Healthcare mobile devices

Out of every 1,000  
enterprise mobile devices…

… 67 serious threats,  
of which 

… 42 trojans 

… 14 root enablers 

…    7 surveillance



Threat encounter rate for Financial Sector mobile devices

Out of every 1,000  
enterprise mobile devices…

… 70 serious threats,  
of which 

… 42 trojans 

… 14 root enablers 

…    8 surveillance



Opportunity 
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     Mon Oct-14, 10:32am 
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Forecast 
80%

New 
Edit

14k apps      Thu Oct-10 9:12am 
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BYOD project “Choice” led by Bob. Rollout staged…
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2,000 users 30-Jun-14 Initial purchase for Networking group for Project…

100 users 30-Jun-14 Proof-of-concept purchase for Project Choice (BY…

Customer Care 
Failed Login Mon Oct-14, 8:15am Provided work-around for login issue…

Appliance F… Tue Oct-1, 3:22pm Replaced faulty NIC under warranty usi…
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Freemont, CA 94536 

Mobile:+1(408) 555-1534 
Work: +1(408) 555-8461
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salesforce.com

LinkedIn

Contacts 

salesforce.com

License tracking db

SAP

Bugzilla

Google Maps

salesforce.com

SaaS API
Legacy System API



Exhibits no sensitive 
behaviors

Exhibits one or more sensitive 
behaviors

Exhibits malicious 
behaviors

App behavior risk spectrum



Protecting mobile devices requires a different approach

<API>
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EVERYTHING WILL BE OK
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