The world has changed.









Phones, tablets, and wearables have
replaced managed laptops.



The hottest new apps are built in
someone’'s garage.



So what's IT’s response to this change?
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You manage devices.



You lock down access.






...and because they're personal,
they'reithe new target of attack.



Hey Aaron, check out the new KTM 500 EXC.

http://ktm500exc.iamaes.com.au/link
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To: Aaron Cockerill

Aaron Cockerill

To: Aaron Cockerll
Aaron,

Here is a link that | suggest strongly that you do nct click!

DO NOT CLICK THIS LINK Cheers

‘ http://www.donotclicklink.com/
Tocay at 9:07 AM
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Aaran, |
Aaron Cockerill

Chief Strategy Officer
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91%

Time on mobile, vs
42% on PC
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Time in apps,

not the browser.
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Global 2000 companies
report breaches as a result

mobile devices

Ponemen Institute
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INVADING
APPLE

What if a government could wirelessly control any iPhone?
Last summer, a University of California grad student named Bill
Marczak stumbled across a piece of spyware that would

do just that. Probing a new arena of cyber-warfare, in which
! ‘ shadowy firms sell spyware to repressive regimes such
as those in Bahrain, Egypt, and Uganda, BRYAN BURROUGH
reveals the details of the hack that shocked Apple
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Reconnaissance

Weaponization

Delivery

Ahmed Mansoor S‘electedas the 2015 Laureaté
Martin Ennals Award for Human Rights

Exploitation

Ahmed Mansoor Defenders

Insta | | ation @QAhmed Mansoor

6 October 2015, 17:30 LTC

The Martin Ernals Foundation has today announced Ahmed Mansoor as the 2015 Laureate Matin Ennals Award for
Human Rights Defendera.

Laureate of Martin Ennals Award for

Human Rights Defenders - 2015
Command & Control martinennalsaward.org

Ahmed Maneoor wae ee'ectad by a jury of ten glcbal human righte organizatione (gee lict below). The award ie given
to Human Rights Defencers who have shown deep commitment and face great personal risk. The &im of the award is
to provide protection through international recogntion. Strondly suppored dy the City of Gereva. the Award will be
presented on Tuesday 6 Ocober.

Ahmed Mansoor (Untted Arab Emirates)
/"="|.

&’ emarati.katib.org
Actions on Objective ] Joined December 2010

Since 20035, Ahmed larsocr has focused on initiativas concerning freedom o expression, dvil and political rights. He
successfuly campaigned in 2006-2007 to support two peopl2 jailed for critical sodal comments, who were released
and the charges dropped. Snortly after, the Prime Minister of UAE issued &n order not to jail joumnalsts in relaton io
their work. Mr Mansoor is one of the few voices within the United Arab Emirates who provides a crediblz indepencent
assessment of human rights develcpments. He regularly raises concems on arbitrary detenton, torlure, international
standards for fair tna's, non<ndependence of the udiciary and comastic laws that vio'ate internatioral law.




Reconnaissance
Weaponization

Delivery

ebiwion PAckage initi ccess exploit

Installation

Command & Control

Actions on Objective



Reconnaissance eoe® etisalat = 2:41PM

Messages (6) InfoSMS

Weaponization
Delivery
soloiation | D0CIally e eb page

Installation

Command & Control

Actions on Objective



Reconnaissance , ,
- Click link

Weaponization

Delivery Exploit against Safari Two kernel exploits:

ST S % e CVE-2016-4655 e CVE-2016-4656
e e e CVE-2016-4657
3 zero days jailbreak the device

Installation

Command & Control

Actions on Objective Multi-stage iOS exploit



Reconnaissance
hidden install

Weaponization

* |nstalls persistent stealth monitoring
e Establishes communication to Command & Control infrastructure
e Hooks all communication and starts stealing data

Delivery

Exploitati
Xploitation Sophisticated Capabilities

: e Auto-start on reboot
Installation , . .
e Re-exploit the kernel to maintain root privileges

*Disable iOS firmware updates

C d & Control - - |
ofmman IO o Self-destruct it phone is tampered with

AdinsenObiecive Installs persistent malware implant



Reconnaissance

Weaponization
Your Google verification code i1s:5678429
Delivery http://gmail.com/”?

z=FECCAA==&I=MTphYWxhYW4udHYONDQzl
DEGOWEUb3Jhb25saWaILmMAIdDOONDM=&s=7

PvVZPSYS6/74=

Exploitation

Installation

Command & Control

Actions on Objective RemOtely CO”trOl deVice



Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Actions on Objective Ex.ﬁ |trate d ata



Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

doaboite ot Exfiltrate data




The Arms Dealer: NSO Group

“NSO Group is a leader in the field of Cyber warfare.”

This copy & for your personal, non-commercial use only, To order presentation-ready coples for distribution 10 your colleagues, clienis or cusiomers vist
hitp JAwww.d)eprints com,

NSO GROUP ~ o e THE WALL STREET JOURNAL.

MipJitlogs . as).cor/dgile’204/08/0* /ean-this- sraeli-slartup-hack-your-phone/

DIGITS
Can This Israeli Startup Hack Your
Phone?

Sl

| DANNY YADRON
ASO GROUP Aug1,20147.00 amET

NSO GROUP LTD.
computer
security

LU[IlpdﬂlEb

trumpet their
skills and

accomplishme
nts. Some take
another tack
altogether, like
NSO Group.

) ' German Cnancellor Angela Merkel hol!ds a new secure BlackBerry fo
'his Israeli National Security Agency bugged her mobile phone. RE
startup no
longer operates a website. But it has peddled its wares to the Mexican

government, gotten on the radar of Central Intelligence Agency officials and recently
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Apple issues security update to prevent iPhone spyware %

Jon Swartz and Elizabeth Weise , USA TODAY | a.m. | \uqgus

APPLE HAS ISSUED BETTER
A SECURITY UPDATE
= —70 PREVENT — [LAala\

R(e 182N/ BLUETOOIA
ies ifl 10 days!

Apple dic

Arecent attempted hack shed light in vulnerabilities within iI0OS that would allow hackers to glean

informalion from victims' apps and more.

SAN FRANCISCO — Apple issued a security update
to prevent attacks by rare, highly expensive spyware
that exploits flaws in the mobile operating system for
IPhones and iPads, after security researchers said it
was used to target a Middle Eastern dissident's
phone.

(Photo: (AP Photo/Jon Gambrell))

In a statement to USA TODAY Thursday, Apple said LIBRA T"g N E

it immediately fixed the vulnerability upon leaming of Z I P P
it. It advises customers to download the latest version of its iIOS, version 9.3.5, for

security protection.




What did your organization do?



IPhone
Confiscate and replace 600 exec devices
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Gartner Predicts 2017

Key findings

« "“Mobile attacks (Pegasus, XcodeGhost) and vulnerabilities (Stagefright,
P Heartbleed) are increasing in terms of both number and pragmatism.”

« "Enterprises are now looking for solutions that can enhance their mobile
security posture.”

Security and risk managers responsible for
endpoint and mobile security must

"Start now to evaluate MTD tools, and gradually implement these solutions
in complement to EMM.

Source: Gartner Predicts 2017: Endpoint and Mobile Security, John Girard, Dionisio Zumerle, Brian Reed, Peter Firstbrook, Bart Willemsen, November 2016

*Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the
opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.



General threat encounter rate for enterprise mobile devices
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Threat encounter rate for Retail Sector mobile devices
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Threat encounter rate for Healthcare mobile devices
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Threat encounter rate for Financial Sector mobile devices
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COO I The Verandas Apartm
125 Main St . W '1 ~ 3 :
Freemont, CA 94536 < e o I
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Mobile:+1(408) 555-1534 i r
Work: +1(408) 555-8461 2 Directions
Opportunity Forecast ¢ Mon Oct-14, 10:32am New

o Bob to assign Director (Kevin?) to project and Cdit
120k users 80% provide requirements. E—
14k apps 60% € Thu Oct-10 9:12am Edit

Bob said he is unlikely to get budget for this
project, but will find out more in planning...

History SA Details
8.2k users 30-Jun-15 BYoD project “Choice” led by Bob. Rollout staged...

1,600 apps 31-Dec-14  Infrastructure update to enable DR and Business...

2,000 users 30-Jun-14 Initial purchase for Networking group for Project...
100 users 30-Jun-14  Proof-of-concept purchase for Project Choice (BY...

Customer Care
Failed LOgiﬂ A Mon Oct-14, 8:15am Provided work-around for login issue...

Appliance F @ Tue Oct-1, 3:22pm Replaced faulty NIC under warranty usi...
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Customer Opportunity Pipeline Activity Reports
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App behavior risk spectrum

ox @n

Exhibits no sensitive Exhibits one or more sensitive Exhibits malicious

behaviors behaviors behaviors



Protecting mobile devices requires a different approach
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Everything is OK

HOW ITWORKS

24/7 Threat Monitoring

Lookout aralyzes al the apps on your device to protect
ycu from the latast threats.
e 00

Qverview
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EVERYTHING WILL BE OK
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