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Our mission is to make it incredibly easy for
people to work together and connect to the
information they need.



Security: You can't take it with You

Moving to the cloud means leaving legacy
security models behind



Some mistakes we've made (none)

Not all cloud providers are created equal



The Tao of Zero

Zero Trust Zero Knowledge Zero Tolerance

C 3

* Eliminate implicit trust * Customer Data belongs to * No tolerance for bad user

* Policy follows Content the customer experience

* Push controls to Endpoints * Zero knowledge of * Make secure the only way
information stored in Box * Eliminate friction

* Push the encryption
envelope



The DOJ needed a secure platform to share and
collaboration with the FBI and US Attorneys

box
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Google Apps

salesforce

Box is different.

Creates a single source of truth
Connects all of your business apps
Centralizes your security controls

Consolidates FTP servers & file shares



Bring Your Own Keys

LOG

Managr:ment —0 -
Hardware/
Software

mx Customer

ENCRYPTION FLOW OVERVIEW

© File uploaded £ Box Key Encrypted with Customer's ey
© Fle encrypted with Box Key  © Audit Log Updated

bOX KEYSAFE




Keep your information stored wherever you need

mxzo N ES United States | Germany | Ireland | Japan | Singapore | More coming soon!



Meeting Global Compliance and Security Standards

ISO 27001

Global standard for information
security and systems control

¥4 DSS

Compliant
Level 1 Service Provider

HIPAA and HITECH

Trusted platform for PHI, PHRs
and medical research

A TUVRheinland®

Precisely Right.

“ HIPAA

SEC 17a-4 Configurable

FINRA/SEC 17a-4

Enables full compliance with
SEC 17a-3 and 17a-4 for
broker/dealer recordkeeping

PCI DSS 2.0 Level 1

Highest level of compliance as
a Service Provider

Certified Cloud Service
Box meets Data Privacy and

Security requirements in Article 17
EU DPA

SSAE16 Type II, SOC1

and SOC2
Fully tested and verified by 3™ party
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