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About ISE slide(s)
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1) Obtain Stakeholder Buy-In

2) Build Security In

3) Validate
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Security Models

7

Threat Model Trust Model



Secure Design Principles

• Defense in Depth

• Least Privilege

• Privilege Separation

• Trust Reluctance

• Open Design

• Economy of Mechanism

• Complete Mediation

• Least Common Mechanism

• Psychological Acceptability

• Fail Secure

ISE Proprietary
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Methodology
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Configuration Matters
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Takeaways

• Understand the objective

• Build security in

• Think like an attacker!
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ted.harrington@securityevaluators.com@SecurityTed

THANK YOU!!


