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Building a Trusted Ecosystem

CSA explores technologies and methodologies that 

impact the IT industry and connect to cloud 

services developing best practices and tools for 

the community.

Research

CSA shares user stories and management tools to 

help organizations adopt the latest technology in 

IT and cloud in the form of trainings, webinars, 

and events.

Education

CSA brings together SMEs, companies, and global 

leaders to identify common pain points and 

generate common solutions in cloud and next-

generation IT technologies.

Community
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They Get One Chance

• For clients to use a cloud provider, 
they must trust the provider.

• This is especially true for anything 
with a sensitive data or process.

• Thus security has to be a top 
priority for a provider or you won’t 
use them.

• A major breach for a provider that 
affects multiple customers is an 
existential
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• Common framework for technology, IS management

• Assesses the overall security risk of a cloud service

• Provides standardized security, operational risk management

• Harmonizes to security standards and compliance frameworks

Cloud Security Controls

• Questions to enable cloud computing assessments

• Establish the presence and testing of security controls

• Discover presence of security capabilities and gaps

• Document security controls in IaaS, PaaS, SaaS

Provider Assessment Questions

• Provider listing of security controls

• Transparency, auditing, and harmonization of standards

• Level of assurance meeting requirements

• Industry acceptable

Provider Assessment Reports

• Solution to help organizations manage compliance

• Assign maturity and relevance scoring

• Provision and manage user access to assessments

• Compare assessments based on common criteria

Cloud Solutions Management Dashboard

Tools for Due Diligence
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Creating guidance 

and security controls 

for new types of 

devices, systems, and 

data.

Internet of

Things

Strives to automate 

security tasks by 

embedding security 

into the DevOps

Workflow.

Dev(Sec)Ops

Promises to 

transform society on 

the scale of the 

industrial revolution 

before it.

Big Data, AI, 

Automation

Orchestration, 

interoperability, 

connectivity and 

analytics at the edge..

Fog

Computing
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Cloud and DevOps 

Abstraction breaks existing 

architectures

Automation breaks existing 

processes
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The Dev and Ops Problem

•

•

•

•

•

•

• There is no drift.There are no 
human-induced errors.

• The deployment pipeline is 
automated, for code, 
configurations, and toolsets.

• All environments, including 
supporting third-party 
applications, are consistent.

• Faster deployment cycles reduce 
error and improve business agility.

• Version control and consistency 
support instant rollback.

Why DevOps Works
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Self-Healing Infrastructure 
(yes, for real)

Change a security group

Event Recorded to CloudTrail Passed to CloudWatch Log Stream Triggers a CloudWatch Event

Lambda Function analyzes and reverses
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C l o u d  s e c u r i t y  a l l i a n c e

I n t e r n e t  o f  

T h i n g s  ( I o T )

D e v i c e s  

B y  2 0 2 0

T h e  t o t a l  n u m b e r  o f  “ t h i n g s ”  i n  t h e  

I n t e r n e t  o f  T h i n g s  ( I o T )  i s  f o r e c a s t

t o  r e a c h  2 0 . 4  b i l l i o n  i n  2 0 2 0 .

\

T h e  c o n s u m e r  s e g m e n t  i s  t i p p e d  t o  

m a k e  u p  6 3  p e r  c e n t  o f  t h e  t o t a l  I o T

a p p l i c a t i o n  m a r k e t  i n  2 0 1 7  w i t h  5 . 2  

b i l l i o n  u n i t s .  B u s i n e s s e s  a r e  o n  p a c e  t o  

e m p l o y  3 . 1  b i l l i o n  c o n n e c t e d  t h i n g s  i n  

2 0 1 7 .

20.4B

3 1 %
U p  F r o m  2 0 1 6

8 . 4
B

F O R E C A S T  I N  

2 0 1 7

t i t l e  g o e s  h e r e

Q u i s  n o s t r u d  

e x e r c i t a t i o n .

http://po.st/wfifty


Securing the IoT
• Focusing on Cloud, Edge Devices, Applications, Networks, 

People

• Cloud IoT Risks and Mitigations

• Regulations applied to cloud services for the IoT

• Security Considerations for Big Data Processing and 
storage

• Secure Access to Cloud Services

• Secure life-cycle management of users and devices 
through the cloud platform

• Industry applications

• IoT security controls

• Data Privacy
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Security Layers for IoT

- Network
- Application
- Device
- Physical
- Human
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Securing IoT Layers

- Security Controls 
for the IoT

- New technologies 
to deploy/integrate 
security tools
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START SMALL

• Pick a single project

• Even if you are losing control over 
everything else

• Ideally one that’s moving fast

• Use it to educate and build your 
patterns and requirements

• Only one provider at a time

• Integrate with the team

• Focus more on architectures and 
creating new processes, and less on 
enforcing the Old Ways

• Take the lessons and move to the next 
one
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CSA SoCal Chapter

Email: Kris.rides@tirosec.com

CSA Research

Email: jyeoh@cloudsecurityalliance.org

Twitter: @cloudsa, @YoTheShow

Research Working Groups: 

www.cloudsecurityalliance.org/research

Learn: 

www.cloudsecurityalliance.org/research/cloudbytes

Download: 

www.cloudsecurityalliance.org/download

Be a Cloud 
Champion!

There are those who make things happen.

There are those who watch things happen.

There are those who don’t know what happened.

mailto:Kris.rides@tirosec.com
mailto:research@cloudsecurityalliance.org
http://www.cloudsecurityalliance.org/research
http://www.cloudsecurityalliance.org/research/cloudbytes
http://www.cloudsecurityalliance.org/download

