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Kodi brings pirated content to the big screen –

How can we overcome the challenge?

David Würgler, Senior Director Anti-Piracy Litigation
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An Industry game changing threat?
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What is Kodi?  

Open source media player software that allows 

users to stream videos and music on 

PCs, set-top boxes, smartphones and tablets

Also known as “XMBC” and “Xbox Media Center”

“IPTV” video streaming is accomplished via 

“add-on” modules

Official and “unofficial” add-ons in the Kodi 

repository provide access to streams from 

anywhere in the world



© 2017 KUDELSKI GROUP  - All rights reserved.C O N F I D E N T I A L4

Kodi “Fully loaded” gives access to pirated content 

“6% of North American households have a device with Kodi 

software configured to access pirated content, of the 

38 million active Kodi users globally.”

Source: https://www.mpaa.org/wp-content/uploads/2017/10/notorious-markets-final.pdf
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Boxes for Kodi are cheap and widely available…
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YouTube tutorials teach users how to set it up…
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UK: 

According to its “Illegal Streaming” survey YouGov says that 

around 10% of the adult population (4.9m people) currently 

have access to custom Kodi boxes, modified Fire TV sticks, and 

illegal streaming apps running on smartphones and tablets.

UK Key verdicts:

Fully loaded boxes illegal to sell. 

Two men sentenced 18 and 21 months of jail respectively

Premier League – standing blocking order

European Court of Justice:

“In the present case and having regard, in particular, to the 

content of the advertising of the multimedia player and to the 

fact that the main attraction of that player for potential 

purchasers is the pre-installation of the add-ons concerned, the 

Court finds that the purchaser of such a player accesses a 

free and unauthorized offer of protected works deliberately 

and in full knowledge of the circumstances”

Source: Illegal Streaming study
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“An emerging global threat is streaming 

piracy...” 

The most popular software is an open source 

media player software, Kodi.“

“There are more than 750 websites offering 

infringing devices or software.”

“The rapid growth of this problem is startling –

6% of North American households have a 

device with Kodi software configured to 

access pirated content, of the 38 million active 

Kodi users globally.”

Source: https://www.mpaa.org/wp-content/uploads/2017/10/notorious-markets-final.pdf
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Simplified IPTV Kodi Add-on Ecosytem

Pirate Service

Reseller

Customers

Pirate Streaming 

Providers

One-time payment $

Recurring 

service payment $$

Recurring content 

payment $$$

Kodi Add-on

Repositories

Illicit Content
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Kodi IBCAP Case Study

http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwirjOWnp7DUAhXF2BoKHWMzAAEQjRwIBw&url=http://kodiuk.tv/2017/06/06/kodi-addons-closing-information-recent-events-lawsuits-details-ongoing-check-kodiuktv/&psig=AFQjCNEbfcNOpkXKYB3uxiiSlIV5JEriuw&ust=1497082024486328
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Example of Kodi Add-ons Monitoring

Out of 1000’s add-ons, 80 were found to be potentially offering Live 

channels for IBCAP

24 working add-ons offering IBCAP channels were targeted for monitoring

24 add-ons added to automated monitoring

Navigating through 25,000+ channels
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Content Sharing Protection Service 

Takedown Program

Disrupt Pirate Service

Partnerships Litigation

Monitoring Platform

Find Infringing 

Streams
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NAGRA’s End-to-End Content Value Protection
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NAGRA Anti-Piracy Services Worldwide

Content security, technology, 

intelligence and legal

Expert staff

Security experts in 33 countries

Global presence

Providing tailored media security 

services

20+ years experience
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dtv.nagra.com/secure/anti-piracy-services
david.wurgler@nagra.com


