Protect Your Content Like a National Secret

What M&E Can Learn From Military & Intelligence Security?



Selected M&E Customers
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Selected Military & Intelligence Customers
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DEDICATED COMPUTER, KEYBORRD, MOUSE RND DISPLRY
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10+ FEET PER DESK

TOO MUCH HRRDWARE, HERT, AND NOISE
LACK OF COMMUNICATION BETWEEN DESIS,
BETWEEN DESKS AND VIDEO WALLS, BETWEEN
DESKS RND CONFERENCE ROOMS, ETC.
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GET THE COMPUTERS OUT OF THE ROOM!
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What Fits on a 2TB USB Flash Drive?

Format No. 2-Hr Titles Transfer Time per Title
ProRes 422 HQ - HD 13 2 mins
ProRes 4444 - HD 8 3

ProRes 422 - UHD 3 8

ProRes 4444 - UHD 2 12
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BUILDING?
GET THE COMPUTERS OUT OF THE k)@!
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Selected Military & Intelligence Customers
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© NO COMPRESSION
© NO LATENCY
o NO DROPPED FRAMES
e NO RRTIFRCTS
© NO MOUSE NTTER
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« Uncompressed 4K DCI

* 4:4:4 chroma-subsampling

« 30-bits-per-pixel color depth
« Upto 60 fps
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MULTIPLE CLASSIFICATIONS THROUGH R SINGLE sWITCH

TOP
I SECRET Avatar 2

| M

| TOP
SECRET

\SOLATED

TRANSMR STREAM et
| Pirates... 9 il

ISOLATED
STRERM

| \SOLATED R ECEIVER

STRERM

MI-13

ISOLATED
STRERM

ISOLATED
STRERM

ANY TO ANY SWITCHING CRPRBILITY



Email Attachments?




Consider:

* Encrypted Emall
* Encrypted Attachments

Ask yourself:

«  Why so many Attachments?
« Exposes valuable Metadata

We need a Place For Our Stuff:

* Encrypted Metadata Lockers
« Tied to the Workflow
* Integrated in SW Tools




Summary:

Get Computers out of the Building

Get all Data out of the Building

Put Proxy Content Data in Public Cloud

Put Master Content Data in Private Cloud
Consider Encrypted Email

No Content Data / Metadata Attachments
Promote the Concept of Encrypted “Lockers”
Learn about Distributed Encrypted Storage




Thank You to Thinklogical for their Sponsorship of MESA
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