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Information warfare against journalists
CP] Committee to Protect Journalists
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What Happens When
the Government Uses
Rappler fights to survive amid rising Facebook as a
threats to journalists in the Philippines Weapon?
By Shawn W. Crispin | Senior Southeast Asia Representative on April 3,2018 12:42 PMET It's social media in the age of “patriotic trolling” in the Philippines,
where the government is waging a campaign to destroy a critic— ¢
https://cpj.org/blog/2018/04/rappler-fights-to-survive-amid-rising-threats-to-j.php with alittle help from Facebook itself.
Source: https:/Aww.bloomberg.com/news/features/2017-12-07/how-rodrigo-duterte-turned-facebook-intd & WeaHp&H-with-a-little-help-from-facebook \
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Global suppression of press CPj

International journalists are targeted in many ways in China.
Here, a foreign journalist is pushed to the ground while
trying to cover a potential protest in Beijing. (Reuters)

The brutal assault on blogger Oleg Kashin drew worldwide
outcry. Here, a protest at the Russian embassy in Kyiv.
(Reuters/Gleb Garanich)



Surveillance of journalists CPj

Mexico- “The Girl from Nuevo Surveillance fears in Colombia
Laredo”



http://www.cpj.org

The default is that
journalists,

like everyone else,

are being watched




Border-stop cases CP]

Kim Badawi Isma'il Kushkush

Youtube/OPC America
Youtube/Kolga Thilisi Photo



Encryption

Zone 9 Bloggers-Ethiopia

Ethiopia arrests second journalist in a
week, summons Zone 9 bloggers

December 27,2015 11:21 AMET

~ Endalkachew H/Michael

LT

Nairobi, December 27, 2015--The Committee to Protect
Journalists calls on authorities in Ethiopia to release the editor-
in-chief of N Ethiopia online newspaper, Getachew
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Getachew ted by federal police on December 25 while walking to his
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SecureDrop

Submit documents
for the first time

It this is yourfirsttime submiting
documents to journalists, start
here.

& Submit Documents

|

Already submitted
something?

If you have already submitied
documents in the past, login here
to check for responses

® Check for a response



Fast, simple, secure.

Privacy that fits in your pocket.

% Android
& iPhone
L Desktop

SUPPORT BLOG

Friedrich Nietzsche
University of Basel

We should consider every day
lost on which we have not
danced at least once. And we
should call every truth false
which was not accompanied by
at least one laugh.

& Just now

DEVELOPERS




OpenPGP

(® & https://www.openpgp.org e O W Q_ Search

OpenPGP About OpenPGP Software Community

o= L - ..,s.
Open’G‘P RS ®WE (e

Email encryption. For all operatlng systenqs Standlere tést of time}

{ <. Get OpenPGP Software ]

OpenPGP is the most widely used email encryption standard. It is defined by the OpenPGP
Working Group of the Internet Engineering Task Force (IETF) as a Proposed Standard in RFC
OpenPGP was originally derived from the PGP software, created by Ph ¢

Email encryption For all operating systems Standing the test of time




® securityplanner.org . 9w

o=
{ :- Securlty Planner HOME  WHO WE ARE  ALL RECOMMENDATIONS
&=?* by the Citizen Lab

Improve your online
safety with advice from

experts

Answer a few simple questions to get personalized online safety
recommendations. It's confidential - no personal information is stored and we

won't access any of your online accounts.

!
|

Last updated Mar 27, 2018.



EEmE FREEDOM OF THE

s PRESS FOUNDATION

Guides & Training

Start protecting your security and privacy in the age of mass
surveillance with how-to guides and resources.

Want to learn more? Reach out to set up a training workshop
with our digital security experts.

At Freedom of the Press Foundation, it is our mission to protect
the privacy and security of 21st century journalists.

We deliver digital security trainings to news organizations,
freelance and citizen journalists, and other at-risk groups. With
education and advocacy, we aim to protect press freedoms

through the adoption of the tools and practices included in our

trainings.

REQUEST TRAINING
INFORMATION

We offer in-person training on
various privacy and security tools for
media organizations and individual
journalists. If you're interested in
getting some help, please putina
request through this form.

Request a training




® @ https://ssd.eff.org/en/module/assess

ABOUT NEWS LANGUAGE ~ INDEX GLOSSARY SEARCH

00

SURVEILLANCE
SELF-DEFENSE

< BASICS

Assessing Your Risks

Trying to protect all your data from everyone all the time is impractical and exhausting.
But, do not fear! Security is a process, and through thoughtful planning, you can assess
what'’s right for you. Security isn't about the tools you use or the software you download. It
begins with understanding the unique threats you face and how you can counter those
threats.




set station news arts & life music programs

two-way BREAKING NEWS FROM NPR

AMERICA

Facebook's Mark Zuckerberg Will Testify
Before Congress On April 10 And 11

April 4,2018 - 9:42 AM ET

@ BRETT NEELY BARBARA CAMPBELL




@ RANKING DIGITAL RIGHTS https://rankingdigitalrights.org

BLOG CORPORATE ACCOUNTABILITY INDEX ABOUT WHOWEARE RESOURCES FAQ

INDEX COMPANIES  SERVICES CATEGORIES  INDICATORS  FINDINGS  DOWNLOAD

The 2017 Ranking Digital Rights Corporate Accountability Index evaluates 22 of the world’s most powerful
telecommunications, internet, and mohile companies on their public commitments and disclosed policies affecting users’
freedom of expression and privacy.
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P3. COLLECTION OF USER INFORMATION

The company should clearly disclose what user information it collects and how.

@ INTERNET AND MOBILE COMPANIES TELECOMUNICATIONS COMPANIES
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P4. SHARING OF USER INFORMATION
The company should clearly disclose what user information it shares and with whom.
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P6. RETENTION OF USER INFORMATION

The company should clearly disclose how long it retains user information.

@ INTERNET AND MOBILE COMPANIES TELECOMUNICATIONS COMPANIES
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P7. USERS' CONTROL OVER THEIR OWN USER INFORMATION

The company should clearly disclose to users what options they have to control the company's collection, retention and use of their user information.

@ INTERNET AND MOBILE COMPANIES TELECOMUNICATIONS COMPANIES
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teCh BUSINESS CULTURE

Tech Reports

Marissa Mayer testifies over Yahoo data
breaches

3 Recommen d9 ) °

On Wednesday, former Yahoo CEO Marissa
testified in front of Congress
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P15. DATA BREACHES

The company should publicly disclose information about its processes for responding to data breaches.
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P13. SECURITY OVERSIGHT

The company should clearly disclose information about its institutional processes to ensure the security of its products and services.
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P14. ADDRESSING SECURITY VULNERABILITIES

The company should address security vulnerabilities when they are discovered.

@ INTERNET AND MOBILE COMPANIES
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P16. ENCRYPTION OF USER COMMUNICATION AND PRIVATE CONTENT (INTERNET, SOFTWARE, AND DEVICE COMPANIES)

The company should encrypt user communication and private content so users can control who has access to it.
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P17. ACCOUNT SECURITY (INTERNET, SOFTWARE, AND DEVICE COMPANIES)

The company should help users keep their accounts secure.
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Policy issues

e Data protection / privacy law
e Encryption

e Intermediary liability

e Defamation laws

e “‘Fake news’” laws



Thanks!!

Rebecca MacKinnon

E-mail: mackinnon@newamerica.org

Twitter: @rmack

Ranking Digital Rights: rankingdigitalrights.org
Global Voices Advocacy: advox.globalvoices.org

Committee to Protect Journalists: CPJ.org
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