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The M&E Iindustry Is
moving to the cloud




The cloud, our new reality

o It usually starts with discussion about « overflow/burst capacity
In the cloud », then quickly move to a more embracing
approach

o Companies are increasingly investigating their cloud strategy,
with a migration plan within 2 years

o Netflix and Amazon Studios are exclusively using the cloud for
the production of their original content
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Several factors foster the convergence to the cloud
“Pay as-you-go” model

Scalability, with large

No CAPEX investment cloud processing

®
o
Editing, \‘ ® Speed
o @ (s

rendering/encoding
software running in the

cloud ’

Flexibility, with easy ®
burst/overflow management Storage capacity

Advanced security

Multi-cloud storage
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Advanced Securlty P

No Amazon, Microsott, Goog e working closely with the MPAA to
ensure the highest level of security

o Full IT and security controlled by the customer
l o Controlled network traffic on the render/encoding nodes
N

o No internet access and routing traffic outside the VPC
o Monitor all access to assets
o Rendering/Encoding as a service

o Rendering components running in the customer protected
environment, with full control of their work and assets

o Content security toolsets available in the cloud
o Encryption at rest and in motion
o Forensic watermarking
o Secured file transfers
o VPC-VPN endpoint for on-prem cloud file transfer
o Secured high speed file transfer for external deliveries
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Leaks occur in pre-release workflows

Any leak has a significant impact

O

Pre-Release leaks are mainly coming from

insiders

o If content is not protected, leaks can occur
anytime during the pre-release content lifecycle

o And anywhere from studios, content owners,
post-production facilities, third-party providers,
press, rating agencies, etc.

Capturing content is easy

o Digital copy is the most common way
Distribution to millions of people is easy

o Enabled by ubiquitous broadband

o Peer-to-peer file sharing

High quality experience on pirate website

o Advanced Ul

o HD quality

o ABR streaming, on any device

o Not restricted by release windows
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MPAA Studios Taking on LarEe-
Scale Piracy Ring in New Yor

Court

FILM TV MUSIC TECH POLITICS THEA

WARIETY

Another ‘Game of Thrones’
Episode Hits Piracy Sites
Before Premiere

VARIETY

- 1 AMC Moves to Fight Pirated
& Leaks of ‘Walking Dead,’ Other
Original Series

Programmer deploys Civolution's NexGuard watermarks to track source
of illegal copies

Warner Bros. Sues Innovative l/ STy
A 2 s Artists Over Screener Piracy ARIETY

After Oscar Piracy, Studios Step
Up Push for Digital Screeners

Watermarks on the screeners traced pirated copies back to
Innovative Artists client, according to the suit.
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Any leak has a significant impact on revenue

Theatrical Premium DVD/Bluray ;
Pre-Release Release VOD and VOD PayTV Free-to-air
Cumulated
Revenue
Pirac
Leaks likely to occur Like/ine}fss
Pristine copy
(pirate files created Quality of
from mezzanine files) Pirated Content
Subtantial economic
ConsequenCGS Impact of
(revenue and Piracy
marketing activities
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Entertainment production is a long and costly journey

8

“Success":
: Concept : :

Idea sourcing development Pilot process Production thr;:a.?slus
] [ 0
1 ] ]
i il
] o
]

i 1A
] |4
Studios continuously Scripts will be Pilot will be shot for best/ Top pilot will make it to actual
approaching networks with developed for the best/ preferred scripts production
ideas for new shows preferred ideas Once shows are on air, failure

rates are still high
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The need for Enhanced Content Protection _ ]
II@\\
o MPAA Content Security Program A\ _

o Purpose MOTIONPICTURE ASSOCUATONF ANERCA,C

> Strengthen the process by which content is protected during its lifecycle
(production, post-production, marketing and distribution)

o Accomplished by

> Set of best practices by facility service outlining standard controls that help to secure
content

> Content security assessment and evaluation based on published best practices
o MPAA and CDSA just launched the Trusted Partner Network

o Set of security standards for entertainment production and distribution

companies
o Encryption and Forensic Watermarking IJIEITIWSTIEI?KPARTNER
o Key components in the security guidelines

https://www.mpaa.org/
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Why encrypt and watermark pre-release content?

o A few myths: i
o My IT environment is secure \/ N
> Attackers will always find their way \/
o We are among trusted people

> Trust no one

> You are the weakest link

> Security is not stronger than its weakest link °
o Unfinished movie has no interest

>  Know the asset to protect
> Early version of movies already circulated on the Internet before the
theatrical release
o Vulnerablilities addressed with a combination of encryption and
forensic watermarking
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The power of forensic watermarking

Watermarking makes each
content copy unique

»

O

Mgdia Watermark embedder Watermarked
content l content

Watermarking involves the
embedding of unique,
imperceptible and
iInseparable information into
the audio or video it oot eeonoa priPiracy

Services
Trace any leak back to its
source

] Manager Database
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Key requirements for the
watermark

Tradeoff between
Imperceptibility, Robustness
and Payload Size

o |mperceptibility
o Doesn’t impact the quality viewing
experience
o Robustness

o Survives severe degradations of the
content, beyond the point that it has
any commercial value

o Blind detection
o Thus allowing automation

Cropping
(horizontal and vertical)

Video rotation/flip

Black and white
conversion

Collusion, mixing
video frames from
different source to

create a new file
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Content Protection in the cl

Encrypted at rest

Encrypted in [

motion
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Production

Post-Production

oud

Content Release
(Theater, Premium VOD)

Session-based
Watermarking

/@{ailies

Director
Film producer
Production team

L1p)

A

Workprints
Sound Edit/Mix
Color Grade
Visual F/X

N Subtitle/Localize

Internal Post-Production De,
Post-Production Houses
VFX Providers

Pre-Relea

@

N Screeners

Session-based
Watermarking

Press

Buyers

Rating Agencies
Award Jury Members
Ot

e Content

Mezzanine files
N DCP packages

Distribution
Watermarking

o

VOD Operators
Broadcasters
OTT Platforms
Content Aggregators
Content Owners Affiliates
Theaters

Seamless deployn:

m

> eScreener

1ent of Forensic Wat

» Plugins for Transcoders
» eScreener
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ermarking & Encrypt

» eScreener

ion at Every Stage

» File Delivery
» Plugins for Transcoders
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