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Practical

Chaigehhests

Allindividuals should be required to take personal responsibility to adhere to the security guidelines and
st practices us instructed or directed by the Security Team or Production Staff.

Each individual's respoasibilities include, but are not limited to:

E p disclosure or

o Wearing production ID at all times and in o Iy visibl h

o dentifying and/or recognizing assets and caring for them appropriately
‘Being observant of the environment and the people and objects within it. I anything or anyone is
suspicious, out-of-place or simply unidentified, taking the steps o question, remove or lo notify a
verson with the authority to do so. Examples:

= Do not be polite and allow unidentified people to follow you through a seeured door.
+ I you see someene without an 1D and who you do not recognize on the set or within a

restricted area, politely ask them to wear their 11D where it can be seen or notify an AD,
Locations, Security or other appropriate person of the unidentified individual's presence.

" you see an asset lefl unattended and at risk, don’t just leave it there, Notify the person
oomsible for the asset where it is and/or why it is t risk, I you do not know who is
ansible, take it to someone who will be able to find out.

see an entry lefl apen, unlocked or unattended, close it, lock it or find someone to
it

tools provided ion (e.g. email account, chat service,
A}

{systems, servi and devices (computers, portable
bere and how instructed by production.

\propriately sccording to production policies. Examples:
lack-up.

vault or saft.
wtion shared storage.

Asites.

files, media, databases) os permissioned. [f inappropriate access is
riment head or IT to correet the access permission.
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