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What is Security Awareness FAIL?
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My Electronics Store: Audio Engineering




High School Computer




High School Sucked and | Couldn’t Get a Jc
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My First Machine Language Compute
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TV:Movies - Auto Sync (Right!)
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w Proprietary Transtormeriess Microphone Preampliffer Is avallable of

no extra cos! in all 32C series consoles. Opening up a new warld of sonic expe-

rlence, If's a diference you can hear. Contact your Harison distributor for o

demonstration. For those who would prefer, the fraditional transformer mike pre-

amp continues fo be available.

!w 4832C Moster Recording Console. 48 1/O module positions with VCA
grouping and AUTOSET are ideal for mixing from fwo locked 24 track recorders.
48 1/0 modules olso allow effective split operation. Record on one group of
modules and monitor on another group. Master modules may be piaced in the
cenfer lor easy access.

ﬂ 4432C Master Recording Console. A compact, light weight Harrison
made especially for remote recording and any other weight or space sensilive
application. UNzing the standard 32C series modules, the Harmson 4432C does
not include wood tiim or patch bays. It does come with all normal paich points
terminated In quick connect splice blocks for easy connection of full external
patching. All “normalled” potch points are looped with jJumpers on splice blocks

50 that full patching need not be installed for operation. A new compact alumi-

num frame and efficient wire routing keep weigh! extramely low for a full 44 X 32
console. The 4432C is ideal for studio applications where It Is desired to customize
patching and cabinelry.

!w High Resolution LED meters are now standard al no exfra cost In the
Hanison 32C serles console. The Harison high resclution meters have both true
ASA VU Ballistics and frue DIN PPM Ballistics avallable at the push of a button. In
addition, each meter Includes instontaneous peak detector to Indicate overload
of the recording medium. The Hamson high resoluion meters have no digital
clocks or high voltages 1o intedere with sensitive audio circuits. The 36-segment
bar display glves a highly accurale and visible Nicker-free dispiay.

m AUTOSET Automation Programmer. A frue mulliprocessor system under
software control, AUTOSET con store up 1o four separate and independent dynamic
mixes on each channel of an audio recorder. An integral data cartridge con store
up fo 630 snapshol or presel mixes. Most iImportant it's simple 1o operate. Even a
Ques! mixer can use AUTOSET with only a couple of minutes instruction and an
oxporienced operalor can virlually perform miacies. Demonstrations can be
aranged, Call lodoy.

HARRISON PRODUCTS ARE AVAILABLE THROUGH THE FOLLOWING DISTRIBUTORS:

Foclory
Hanlson Systems, Inc.
Box 22964
Nashville, Tennesses 37202
(615) 8341184 - Tolox 555133
Dave Hamson + Tom Piper
Dove Purple

Studio Supply Co.

Nashville, Tennessoe 37202 Los Angeles, Callfornia 90036

Intemational
Audio Systems Infemational
128 N. Highland Avenue

Eastern US. Western US.

Bociro Modio Systorns, Ine
8230 Bevarly Boulovard  Sulte 28
Los Angeles, Calilomia 20048
213-653-4934
Dan Gwynne

PO Box 280

615-327-3075 2139332210 - Telex 686101
fom Ity Paul Ford




/ January 1983: Went Into Security
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COMPUTER SECURITY

HEARING

BEFORE THE

SITBCOMMITTEE ON
TECHNOLOGY AND COMPETITIVENESS

OF THE

COMMITTEE ON
SCIENCE, SPACE, AND TECHNOLOGY
U.S. HOUSE OF REPRESENTATIVES
ONE HUNDRED SECOND CONGRESS
FIRST SE3SION

JUNE 27, 1991

[No. 2]

Printed for the use of the
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Our computer systems are so
poorly protected, they are “An

electronic Pearl Harbor waiting

to happen.”

“The Civilian Architect of
Information Warfare.”
Admiral Tyrrell, UK MoD
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MOBILISM.ORG

Chaos o0 the Electronic Supermghway

The Assault on Personal Privacy
National Economic Security
Industrial Espionage
Solutions in

Cyberspace
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; JEAN GUISNEL

Sect fy, Strateg:
Conflict i the
N Information Age
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Surviving Hackers, Phreakers,
Identity Thieves, Internet Terrorists and
Weapons of Mass Disruption

WINN SCHWARTAU

INTERNET |

InternetComputer
Ethics for Kids

(and Parents & Teachers Who Haven't Got a Clue.)

you don't
I3 :..."2 into people’s
) houses, 50 why bresk
PGP Into their computer?
Nrtle havoc? Get the | =y
£
BINGO, you're inf y /
o
2\
= > \
Y :
‘ It used to take an entire

nation to wage a war.
Today it takes only
one man.

N2
Written by Winn Schwartau
Illustrated by D: L. Busch




ANALOGUE
NETWORK SECURITY

Time, Broken Stuff, Engineering, Systems, MyA udio Career,

and Other Musings on Six Decades of Iﬁnking About it All

by Winn'Schwartau

Design by Kayley Melton
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So, Back to How to Make Security Awareness FAIL!




Awareness Must Be Boring

v" Mind numbingly so,
if budget permits.

v" Words, words, and
more words.

v Extra dull earns
extra points!




Graphics Just Get in the Way

Why waste time organizing information in
infographics? Eight pages of agonizingly small 7.5pt
font is just as effective, right?
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 INFOGRAPHIG @ INFOGRAPHICS

Data visualization is a popular new way of sharing research. Here is a look at some of the

I f yo u D O b re a k visual UEVIEES, informational elements, and general trends found in the modern day |I'If0gla|)|'l|l).
down and use DESIGN CONTENT
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Average number of symbols. " \“ 2 AMERIMN
perkey: 5.1 g 13% : :
ANS - Beepe % 2 dl ¢ NEGH

CONCEPT & DESIGN van Cash  SOURCE 49 infographics collected at random from www.g00d.is/infographics



Never Use Humor

In fact, smiling is
discouraged. People
should understand

the serious nature of

security.

Here, T think
you dropped His.

Work and security
require a business (\ \
attitude. If people !
laugh, are they really 4
paying attention? |

f




All You Need to Teach Is Policy & Compliance

YOU CAN'T DO THAT

YOU MUST DO THIS

1’; Roce  NO

il YOO CAN ..
Repeat the same
dry, boring rules 9 ym CANT
over and over again. =
People will get it. 3. YOU CAN.. ..
Knowing policy : 4 )lOU CANIT
means no security

breaches.



Tell - Don’t Show (Hollywood Style, eh?)

the security awareness
“PANY

Multi-media is cheesy,
silly, and overrated.
Videos are pointless.

Tell in lots of words.
Never ‘show’ or create
visual metaphors.

Videos do not reinforce
information in a
memorable way. Emailed
instructions are just fine,
thank you!



Do Not Make Awareness Personal

Don’t acknowledge a
person’s family or
personal life.
Concern should only
lie with whether or not
the company is secure.
Everything else
is expendable.

Remember, when
in doubt, just
follow policy.




@iz

* And, why should we
invest in an easy-to-use
mobile security reporting §
tool that works from any §
platform, anywhere at "
any time? We don’t see m,
the value. — —




Don’t Set Vision, Goals or Objectives...

If you have no vision or goals, and are not
supported by C-Level and Board... you
WILL fail.

You cannot build a house without:
Land
Foundation
Designs & Plans




Start Too Big

Do too much at the
beginning.

| STARTED
TOO BIG!

Turn on the firehose instead
of reasonable starting plans...




Make small changes... one at a time... and demand
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Let Corp Comm Run All Awareness

Corp Comm can
build you the ‘box’

from which creative
escape is impossible.

Want to delay a
program for months?
CorpComm can help

you with that.




Let the CISO into the Production Process

creative writing.

Let them set the
tone and have the
final say in both
graphics and editing!

T ‘ 1|
‘@aul W KEnBUTnEN | e B aven (K K
O Text
=aT il ——
B vi

eeeeeeeeeeee




Design by Committee

Who needs leadership or
technical knowledge? Add
needless complexity &
internal inconsistency?

Who needs to waste time
with a strong, creative
vision? The quality of a

product doesn’t matter. All

that matters is a
committee approval.
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Never Use Casual Written or Spoken Language
cons'  BlINd Eye

AWARENESS INS AND OUTS OF SOCIAL

&

scam Man
Casual is unprofessional!
DNS TCP/IP
“)s nlp 'I'ls Use academic terms only!
SIEM nEs People love words and acronyms

they don’t understand.



Don’t Follow The Gold Fish Rule

You know that your Security Awareness
Messaging is the most important thing ever.

Just refuse to accept that the average
human attention span is 8.3 seconds; about
that of a gold fish.
People should just focus better.




Sex, Drugs, and Rock’n’Roll: Don’t Use the Rule

You need users to know 14 different
details on 8 disparate, but somewhat

related, cyber-security best practices,
corporate policies, and the latest
‘ compliance regulations.

s multiply
x)/—{\ﬁ(;i}‘ TR brackets &
s SR e 7x 4122 057 muparen 32 - Sxs 2D
« Factorising (3 920 ibficultt 3¢ - 3¢ - Fxoz
o Formula xz3orx="4 3x(x - 1) - 2(x -1)

» Completing the square
« Drawing a graph

I (3x-2)(x-1)

—_half of 4x

T subtract 22
x+2=87 T——u-—
x=a7-2




Don’t Use Triads




lgnore The Science of Learning

* “When | was a kid ...”
* “If it was good enough for me ...”
e “Can’t teach an old dog ...”

* We ‘understand’ Learning
* Apply Neuro-Science
 Employ Addiction Techniques
* Brain — Best Averaging Machine, Ever!
* Micro-Learning & Chunkification

* Interactivity & Gamification stimulate stronger neural
pathways, which = Modified Behavior.
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Just because games are addicting,
and we can get people’s attention,
and we can have SA messaging and
content built-in, let employees
compete for fun or prizes, and
develop metrics ... so what?

Congratulations! You've
got $ 100 in the bank
AN L 4 1 5

the security awareness




Don’t Use An Awareness & Incident Reporting Portal

iPhone €/7/... K 514 x  73E 100% ¥ Onlinev 3
Res ns!n‘ri r >
- Blcog Ax Mike Cobb + 0 @
Galaxy S5
Pinel 2 Mike Cobb ~ p (7
Pixel 2 XL n Ruspirl a Secusity lnsidan
iPhone 5/SE
s R Security Incident Tickets
iPhone X Below you will find all the incident tickets that you
iPad have submitted, and whether they are still being

iPad Pro

Edit..

e 7 ek ¥ e ks 6l it

scoreboard.

Take a Course

Watch a Video

%@ points and are on the

resolved or have been closed.
Mike!

Search Q

Incident Status: Open
Threat Level: Critical

Read the News
Date Opened: 07/709/2018 02:18 CEST

Incident Type: Found Pl / Sensitive Documents

Last Updated: 07/20/2018 15.58 CEST

Incident Type: Other
Incident Status: Unread
Play Games

Date Opened: 07/25/2018 15.07 CEST

3% Report a Security Incident

Date occured: {7 What day did this happen

Time occured: () What time of day did this happen

ime shown is timezone: Europe/Paris

Type of Incident: Clicked Phishing Email

Password Compromised

Urgéaey:

Potential Malware or Ransomware Inf| JE Report a Security Incident

Preferred Contact Social Engineering
Method:

Date occured: [S] What day did this happen

Suspected Phishing Email
Time occured: (L) What time of day did this happen

Compliance, Pll, or Policy Violation

ime shown is timezone: Europe/Paris

Type of Incident:

Urgency:

Preferred Contact
Method:

Email

Mobile



No Feedback, Please! Don’t Listen To Your Customer
ROl

@D_ ie
@?
ANE
l

They don’t know
anything, anyway.

They’ll just want it
their way.

If they go away, we
will know awareness
doesn’t work.




Never Test Behavioral Reactions

We know that phishing
tests are valuable, but
they are so
discriminatory. It can
hurt people’s feeling to
know they clicked on
stupid s***,

We'd like, to, but HR
and Legal are
saying it’s too hard to
do fairly.




Awareness Should Be Super Technical:

More Security Experts is Better!

A helpdesk is just another
mindless expense.

Saves S on Tech Support.

Who says your time is valuable?
Don’t go to the experts for help.
Waste a couple of hours and
troubleshoot the problem yourself.

Make all of your employees
super-geeky security experts.




The Execs Don’t Need Security Awareness

C-Suiters don’t have time
to waste on security
awareness.

They approved their
policies, they obviously
know how to avoid
security risks.

So save your funds and
don’t train them.




lgnhore IT & Technical Staff

Save money!
Don’t train the geeks.

Geeks design the software
and run the networks; why
would they need training?

Geeks only have to stay
up-to-date on how to
manage firewalls and
ensure your security.
Save that extra $100
and don’t train them.




Use Threats & Give Orders

Want to be a better
leader? Use more fear.

Leadership through
fear is exceedingly
effective in controlling
people’s behavior.




Everyone Knows, Awareness Is Just A Once A Year

Once is always enough.

Especia | Iy for secu rity. ‘ Ebbinghaus Forgetting Curve

Checked all the right boxes? 100%

80%

Reinforce policy through one yearly

. 60%
video or one short course.

40%

Retention (%)

Make it mandatory! Force every :
p i 20% e o
employee to check the “I will
o 0%
always follow policy” box under R T A
. . W
threat of termination. Elapsed Time Since Learning

Yes! Then congrats, you're done! No
need to repeat it.
We’re done. Right?




The Awareness Answer? What Does Work?

The Exact Opposite of
Everything we Discussed!




Security Awareness Program Resources:

Free. Really. No Glmmlcks

ARE YOU READY F@R

. FREE

SECURITY AWARENESS STUF

A huge repository of Free Security Awareness atiue
P rog ra m M ate ri a IS ‘ Attribution-NonCommercial-NoDerivatives 4.0 International

https://free.thesecurityawarenesscompany.com/

ot
Materials protecte d under Creative Commons CC BY-NC-ND 4.0. i‘;’:ﬁﬁﬁg ﬁ::;fs','Z?}S;;Z':f;ﬁfidséﬂfﬂi?}"e?f :::?nb:a:: ‘Sﬂnﬁmﬂf':n?r';?:&ﬁ.‘;ﬂ'nmngﬁﬁf"gé:&: aaaaaaa
Commons disclaims all liabilif ty for damages resulting from their use to the fullest extent possible.
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode
nnnnnnnnnnnnnnnnnnnnnnnnnnnnn es
Creative Commeons public licenses provide a standard set of terms and conditions that creators and other rights holders
se to shal nal of ipaqothr i ject to copyri certai i ecified i


https://free.thesecurityawarenesscompany.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode

Securl

ty Awareness Program Management

The Introductory Guide to
Creating and Managing a Successful

-
security Awareness Program

Follow our Circle of Awareness to help you build and manage an awesome security awareness program.
These eight steps will help you get on the right track to shifting your users” mindsets and changing
behavior. Pretty soon you'll have a whole team of human firewalls!

Examine management & culture.

ia

Assess your needs.

\¥hat areyour paals? What compliance [ves yaur com pany cilkera encanrage humar,
pames, contasts, or other fus Leaming
methads? Doy ou bzve strict brend gridelines
thet must be follwed intzmally? Oves your

onpary already encoirage professional
development foremployees arwil there be

pushbeck for nore training?

guidelines affect your ongenizetion?
Make adjustments.

How many uzers? Doyon nead b e
Using the metricsyou've callected,

contractors and remite workers? o
yau have aglobal presence and need far
‘sae whera yau'ie inraving and where
yaur users fill 1ead halp Doyou

tranelated materialz? Da yau need an LMS
need tomake mare af the training

ar hasting solution
mandetary? Are the assessnents
tap hard ar to 2esy? Woald pair
users react mone favarshily bo pames
ar animated videos? Get feadhack,
tweak the system, end po farth

IF yan're nsing inbarectie elaarning
madules, how areyou tracking asar
participation? What happans ta
peoplewho fal the esseszmems?
Dia you track wha apans thewaekly
anil blast or wha downloads the
manthly newslettar? Wha's n chaime
af analyring the detayou collect?

Your plen ia sat, youve cragtad
or purchased materials, and

you'ra ready to launch! Makeit
fun, ehawt i From the racftaps,

D yau have & lzunch date? Take time to
plan! fou can't do it 8l e anca Create &
cantant calendar, rakeesa schadula, and
a1 ezsasement plan. Fredeterming baw

Set realistic goals.
\What ara you tiying 1o eccamplish?
\Whatwauld yau like toinprve?
D you went 1o crest & company
culbura of eweraness? Doyon have
2 epacific neazraabla goal of
redicing calls bo the help desk by
5% D you want 1n just meat
complianca requlatians ar actaally
aducata your sz2re? Make sime
BVENyaNe E o1 the same page
regarding the pals of the program.

‘This s aften the trickiest part. How
mich nengy & you allowad 1o
cpend tn make this pragram anzing?
[pasthe budpet cover the cost af
the training natarials themaelves ar
eddiiongl staff ta help manage the
progrem ? Ooes the budget inclde &
tosting solirtion Enpugh licanses for
oll. yaur uzers arund the world? Do
you nead translations?

Determine a budget

email and the company
inkrenet end pasters enund the
uffice Heng ant n the Tacilities’
end pablic areeq Get creative!
Make 2 hig deal abant it

youwill host the traising, what fypas of
trining youll use, bow much of & will be

Track metrics.
=<

Launch the campaign.

77\ 09
()

mandatry, whatyou 1L gire yaur users in
ochenge fr complating it, etz = =

Create a game plan.

Trmat your awareness campaign like a marketing and advertising campaign. Ooes Coke run just a few commarcials 3 year? Do
movia companies only run one trailer for upcoming releases? Subway ads, billhoards and window displays change reqularly to send
consumers the same messages in different ways. Once yoube followed steps 1 - & start again. Awareness is @ dynamic process,
ot 3 thing. Re-253055 your neads. update your goals, and make improvements toyour campaign.




Security Awareness Case Studies

SECURITY AWARENESS PROGRAM CASE STUDY

SECURITY AWARENESS PROGRAM CASE STUDY

How do you maintain momentum and keep people
interested?

Imterests are unigue to each and every employee. By having a wide
arrzy of topics or defivery methods that appeal to different individuzls

Industry: Health Care
Company size: 30,000+
Number of countries: 3+

Industry: Insurance What have you done to encourage employee

When did you implement your security awareness

program?
January 2016,

Can you describe your launch process? Wh-+ 4+

you do to bring attention to your efforts?

Our launch process, not to be confused with our progr
process, toak only a few wesks. With an established relai
‘our Corporate Communications Dept. and the executive
announcemant communication was drafted from the EV
bring attention to our efforts and released on the infran
few days later by our first branded magazine.

What sorts of materials and content are y
including in your program?

Our program includes a wide variety of SAC products 3
custom in-house material as well. Most of our released n
consists of; LMS courses, Soreen Saver, Foous Topic Mew
Magazines, Videos, Maonthly Roundup and Incident resp
messaging.

What topics are the most important for y(
program participants?

Our data suggests that material reeased about Socal
big hit topic for our program participants

Do you have a central learning portal of s
Our company has an Intranet and we use that as ourm
repasitory for all our dagital material relaases.

How much of your training is mandatory?

Onhy a small amount: of our LMS courses are mandatos
inta the realm of compliznce courses. If | had to assigna|
| would sy 90%, of what we release to ouwr participants it
mandatory to imteract with.

What have you done to encourage emplo
participation?

Currently we are fooused an making the announcemes
material more enticing to grab reader’s attention but we
utilize differant partidpation rewards from contests, gan
for rewarding desired behavior like not interacting with =
phishing campaign or reporting a REAL social engineerin

you'llincreasing your participation.

Any final pieces of advice you can give to other
SAP admins or companies launching a new security

awareness program?

1. The main piece of advice to those just starting or looking to

starta SAP; Slow and steady wins the race!

SECURITY AWARENESS PROGRAM CASE STUDY

Industry: Consulting & Certification
Company size: 12,000«
Kumber of countries: 44+

When did you implement your security awareness
program?
This is still 2 new program, we

What have you done to encourage employee
participation?

By

doing this, instead it shows employees

H!hssﬁtsoﬂulhuinguuﬁtvpmﬁm

n,. our program
of

they email
wrmwvﬁmaﬂmpd{dﬂbﬁmiﬂﬂﬂmnyﬁ
a prize. The
mnﬁgnnm!mgatmsunmrgmlhrﬂlw

pep!rslmnh‘ummm:i:mﬁghng,mm

Can you describe your launch process? What did keeping nest desks praised for it,
youdoto bnng attention to your effor rts? and are rewarded.
Twasreally mmuemur o show Poste in offices around the warld, and we ask
fromthe placement — just using
mpdum;nnpunrmlmmmﬂsnwwumm their phones. creative ty posteris
not onkyan introduction to Y the hung? Or the place that will be seen by the most people? It encourages
could expect to but 2o

2 personal message fram the president. We found this to be really
helpfulin our glabal affices, especialy in Asia where they need to see
buy-in from the top down. This video was integral for gaining initial
support.

What sorts of materials and content are you
including in your program?

‘team update. We've received feedbock from our European and North
L i We haven't

manthly elezming course. Posters. Videos.

mnummwmmugmmli.mEmm
instructar- active
shooter scenarias Rgmdl:slarﬂufﬂlmnslmpﬂﬂntmmthjm
out employees an any ane kind of leaming.

Asoa

Do you have a central \ﬂrnmg pm’hl of some sort?

afriendly sort of competition and gets peaple to pay more attention
tothe pasters.

We only push out one course 3 manth, and 2z s nat mandatary
we justsay teke 3 loak
when you have some time Sinca we use short, engaging
peopie are genarally interestad Tlevanﬁndﬁvenrmmm&a
month to spare totake a course. And if they don't do it this manth,
that's alay, they might do it next month.

The badge and leaderboard system is useful too. People seem to
ke that — having 2 way to see their prgress, see where they rank
compared to their collesgues, eaming littis marks of completion skong
theway:

How do you maintain momentum and keep people
interested?

We send out 3 weekly email from the president — again, showing
interestin security from the top dewn — that talles about security and
the importance of beng seurty awareatwor

v believe in There's

Yes, we have a try to remain letting everyone know what's
pxtnmmm-sarﬂlpdm;vlemilmz\lufﬂrmmv goingon, nd
e their secure. We ako our

intrnet to save them time and energy.

Is any of your training m:mdntorv?
Mo, the entire

plenty of ather training they have to hhzﬂlwgmmh‘veveir sowe

‘did't want to overwhelm them with more mandatary stuff. This i

mmﬁmmwwmhmlmmmmhmm

Lastyaar, they
rate i the training they prouced, Thesyear,with our non-mandatory
program, we had an immediate 0% participation rate

users This s 2 safe place for people to share ther thoughts. And this
wil

useful, which wil continue to drive participatian.

Company size- 5,000 - 10,000
Number of countries: 1

When did you implement your security aw
program?

We have had security awareness training and actiities!
ofyears Inlzte ata 2004 we brought all of thase activities
implementing a formal Security Awareness Program.

Canyou describe your launch process? Wh
you do to bring attention to your efforts?

‘When we first started cur Security Awareness Program,
outreach efforts consisted of just a few security related ar
manth.

In order to draw attention to our seourity awareness pro
garnerad the suppart of several axecutives to show the
mare nvolved program Afterwe received thistap level s
were able to obtzin funding to allow us to purchase contel
o help us build our sacurity awareness program.

What sorts of materials and content are yc
including in your program?

In 2018, our primary focus has been on educating our p
‘on email phishing related topics. Although phishing has b
effort, we also are trying to utiize all of the SAC- provided
that our audiences can learm about anything with a simple
button on ourinternal sites.

What topics are the most important for yo

Currently are mast impartant topic emai phishing. Phis|
currenthy a hot topic and critical risk based on several high
profile companies having data stolen by hackers through |
attacks. In order to proactively combat this risk, we have b
fooused on educating our wsers on how to spot and report
phishing emails.

Do you have a central learning portal of so
Yeswedn Currenthy we have an internal Leaming Man:

System that hosts all of our training modules and games, ;

imtemal SharePoint site that hosts additional content.

How much of your training is mandatory?
Currenthy we have two mandatory seourty-related tram
company. The first is cur Annual Security Awareness traini
required for all empboyees and contingent warkers. The se
secure cods training, which is required for 2l developers.

participation?

The backbone of our programis promoting a fun and intaractive

program. In order to encourage partidpation, we routinely host

SECURITY AWARENESS PROGRAM CASE STUDY

Industry: Consulting & Certification
Company size: 12,000+
Number of countries: 44+

When did you implement your security awareness
program?

What have you done to encourage employee
participation?

security fi tive. By
doing this, instead of focusi it shows empioyees
the benefits of following security practices.

Werve offered prizes for the best security tip that our program
they email they've learmed fr of
our courses o vidsos, nd we pick the best one and that person gets
a prize. The prize isn'

This s stilla new prog

it Amug, 3 t-shirt i and i
e [zunc : A - g5 mmving
. . the copy mom, nat ing, locking their
Can you describe your launch process? What did Im:i:vnneatdets— ¥ praised farit,
you do to bring attention to your efforts? and are rewarded.

It was really mportant for s to get our president ivaived, o show
from the

Posters are everywhere, in offices around the world, and we ask.

s mpartant the bast postar placemant — just st
mdmﬁﬂgunmmm-muashwmmmm their phones. reative pl i F:E“;"g
netenkyan o the key tenan the hung? Or the place that will be seen by the most peopie? It encourages

Id expect tn butais 3 v and gats peaple to pay more attentian
ammmmmmmmﬁnmmsmmmw tothe pasters.
helpfulin our global offices, especially in Asia where they nesd to see e any push out mnth, and »
buy-in from the top down. This videa was integral for gaining initial we just say“this in, take a loak

support

What sorts of materials and content are you
including in your program?

We havea v +
team update. We've mleemﬁunmﬁmmamm
American offices that they find this useful. We haven't gotten much
feadback from cur Asan offices concarning the newslatter Alna
manthly sleaming course. Posters. Videos

While we v we stil
instructor-ted forworipiace active
shooter scenarios. A good balance of thetwo is important to nat bum
‘out emplayees anany ane kind of leaming.

Do you Ilwe a centrﬂ \e1rn|ng porh\ of"ome sort?

when you have some time” Since we wise shart, engaging coursas,
‘penple are generally interested. They can find five or ten minutes a
manth to spare totake a course. And if they den't do t this month,
that's okay, they might do it next manth.

The badga and ple seam to
e that — having away to see their progress, sse where they rnk
eompared to their eolleagues, eaming littia maris of completion zlong
theway.

How do you maintain momentum and keep people
interested?

We sand out aweekly email from the president — again, showing
interest in security from the top down — that talks about seourity and
the impartance of being security aware at work.

W(deﬁrltdvhd’mlndznmn!ﬂui There's no stick here! We

Ves, we have try to remain latti yona know what's
mmmmsam-mm;mmmau nfms_ammy geingon, will Iz, and
from the their secure We ako our

intranat tn save them time and enengy.

Is any of your training mandatory?

Mo, the entire program isvaluntary. Our employees alresdy have
plenty of ather training they hava to take throughout the year, sowe
didrtwant with ystuff Thisis

v tgowith the i L&D depa for ping
content Last year, they had anly a 46% participati
rate in the training they produced. This year, with our nen-mandatory
program, we had an immediate B0% participation rate.

users This isa safe place for peapie to share their thoughts. And this
helps us make sure we deliver content that they will find engaging and
wseul, which will continue to drive participation.
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Security Awareness Cheat Sheets

Small-Mediurm Company SeCURriTY Risks on The Rise

The British Home Office and Cabinet Office Cs © © 0 00 90 00 00
warning small- nedi companie ' i
ow at an increased risk for attack and that it's time to build The U'K‘(Zove"?me'\*s Cyber S“'ru*w‘se
S 3 program 449;-//www.r.yberg‘-ree*wuse‘com/)
veleased some disturbing revelations sbout
e mindset of small business owners:

Smaller companies are often easier to successfully attack because of Zoutof 3 dont consider their business to
limited security awareness and technical resources. be vulnerable.

Small companies are ideal “stepping stones™ to launch larger attacks. Only 16% say that improving their cyber
security is a top priority for 2015.

Penetrations of small companies’ networks can go unnaticed for years.

78% of those surveyed believed at least
A database of 100,000 names s just as desirable to cyber criminals as one of these potentially disastrous myths:
one with 100 million. It's all a numbers game. . Only s that take payments online are at isk
of cyber crime.

Cyber attacks from outside the business often occur as a e Small mmmes aren’t atatgetfmlncker&

result of information gleaned fro cial Engi

engineering can include phishing emails that attempt to

Last year one-third of small businesses
suffered a cyber attack from someone
outside their business.

S rt, rat

probably had been a

Outbreak!

Fake discount vouchers are only one of the latest attacks against
mobile devices. It’s called Smishing, or SMS Phishing. Users
will receive a text that looks like it comes from a retailer with
a significant discount or coupon code. Just click 7o redeem! This
attack is often well-crafted, but if you click the link, your device
will become infected with mobile malware. And different
versions are constantly evolving; one version causes your device

@ TheSe cunty e s Comgany, LG

They All Look Alike to become part of a larger network of malware distribution!

P
Detroit Lions lincbacker Kyle Van Noy retrieved the wrong randomly f
laptop from security at the Salt Lake City International Airpore "':““':“f‘,:,‘:'w ‘ mﬂrm or
last week. He had, in error, picked up an elementary school #“mﬂm" | N)ph’slﬂmnd..m
teacher's identical machine. A lot of computers look alike, so ~ card st \ lweogo
keep this from happening to you by making yours unique! Add ! | n%.““
stickers, design a colorful sleeve, or try making your mobile sxynpecnel? jchricyich Dear Waimart shopper, " msvsoo...:,"'
devices “ugly” in the eyes of a thief. In the words of one security V “ | Congratulations you haw Claim Pageta [
expert, “ Your rechnology should not be abour bling. Ir should be just won a $1000 Walmart ———
abour performance and urility. My gorgeous Apple MacBook Air mﬁ hure 0

is sinfully ugly so no one would ever steal ir, and I can spor ir

Sfrom 100 mevers.” | (cancel: reply STOP)




Security Awareness Posters

WITECT RETWOTR TTGRE

interrupts
- X[l
& SE COMMON SENSE
| S ‘ ;‘Fé’%’f?RO?RIATE =,
COMPANY SECURITY
Gone With the Wind Posters What is a Man in the Middle Are You A Reckless Surfer?
Attack? Poster Poster

Woman goes on business trip.
Woman sends e-mail over free airport wird.

4 y J
Man runs eavesdropping ulhna/ // '/

l-pu-—'-pnmﬁuluu(uu‘u.

Mw“’u’ data gets stolen.

§
this is no movie. ¢ is life.

do Y0U use VPN software when traveling?
Safe Surfing Tips & Tricks VPN Scene Poster Hard to Guess Password

Poster Poster



Security Awareness Activity Book

SECURITY CAT’S
CY3ERSANCE NCADEMY

ACTIVITY BOOK:

the security awareness™
COMPARY

® % 200 oo socurity armns compaagy L2

CY3ER CRYPTOGRAM

You just received your daily motivational message from High Command, but something went hay
and the message is all mixed up. Decode the message below. Record each letter in the box a53

figure out which letter it has replaced. (Solutions are in the back of the book.)

ALIEN PHISH

MISSION LOGIC

DATA BREACH ATTACKS

Four space ships have found themselves the victims of data breaches. Each one was attacked in
a different method, while travelling through different sectors, and losing an astonishing number of
records. Can you match the space ships with the number of lost records, the type of attack and the
star date of breach from the following clues? (Solutions are in the back of the book )

*%.t

“The four data breaches were: the one that lost 3. The last data breach did not lose 30 million

10 million, the one that took place latest in the records nor happen to the S.5. Sphinx.

star date, the Ransomware attack, and the

one that hit the S.5. Tabby. 4. The social engineering attack took place:
before the S.S. Tabby was breached, and did

The USB attack happened before the S.S. not result in the loss of 85 milion records.

Bobtail got breached, which was before the

101 million records were lost. The USB drop

did not resutt in the loss of 85 million records.

[ mowe | o seconos oy

,
-
T —

\\Q BLIDYGW E
|]§‘1@ E-UITY EASH
@NE

2 TR A

CY3ER SYLLNACROSTIC

Fill in the answers to the clues by using all of the syllables below. The number of syllables to be used
in each answer is shown in parentheses. The number of letters in each answer is indicated by the
dashes. Each syllable will be used once. (Solutions are in the back of the book.)

A AL BA BER CA CAL CI CIAL CON CRIME CRYP CY CY DGES

DEN DENT DENT DIS EN EN ER FAC FI FI FI GI HI I 1 1 I IN

ING LOCK MAL MOUSE NEER NESS NI NON O PAA PO POL PORT

RAN RE RE ROR SAL SCREEN S0 SOM TECH TI TI TION TION
TOR TWO TY VER WALL WARE WARE WARE

1. Keeping secrels a secret

2. Compliance mandate that regulates protected health information
3. Technique to see the real URL under a link

4. Amore secure form of authentication

5. Human attack using non-technical methods (6).

6. Not just viruses anymore

7. Crucial to know and follow this at all times

8. This is one of the most common causes of daia breaches

9. Passphrase or PIN

10. Physical identification

11. Prevents destructive/hostile data from crossing a cyber barrier
12. See something? Say somethingl

13. Shredding

14. Simplest method for protecting information

15. Malware that locks your computer and demands money to open it
16. Ransomware, identity theft, data breaches, oh my!

17. User login 6 __
18. Physical

19. Report this

20. A full-ime job that is our collecfive responsibility




Security Awareness Games

START

Game: Password Shootout Is it a Phish? Secret Mission Game: Spooktacular Trivia for
Challenge Kids

Game: Spooktacular Trivia Game: Internet Security Game: Alpine Skiing — Human
Battleship Firewall



Security Awareness Videos

SE THE SAME LEVELS OF AWARENESS
PERATING YOUR MOBILE DEVICES THAT
DU DO ON YOUR DESKTOP & WORK MACHINE

m

Mobile Browser Attacks Video

SECURITY CAT

FIGHTING CYBERCRIME "™

Hacker’s Paradise Security Cat’s™ Guide to Security Cat’s™ Guide to
Social Media Fighting Cybercrime
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BUT REMEMBER. |F YOU'VE MADE A MISTAKE

N'T PANIC
REPORT !
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yOU CLICKED ON THAT PH
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FOR MORE ARTWORK EM




Comments? Questions? Responses?

ALWAYS USt
PROTECTION.

UseaVPNon
, ublic networks.

N2 PASSWORDS:

: SUEMATIE.
| LONGERIS STRONGER
Winn Schwartau o U 2 Q s

Dy, e

Founder & Chief Visionary Officer
[l 1.727.393.6600

[ winn@thesecuritvawarenesscompanI{.com



mailto:jackie@thesecurityawarenesscompany.com

DO NOT USE FROM HERE ON




Comments? Questions? Responses?

Find my slides on LinkedIn
https://wwsKlite $tamereet/winnschwarta

u/how-to-make-your-security-awareness-
program-fail

Winn Schwartau
Founder & CEO

[] 1.727.393.6600

Look out for an email from us

with a recording of this
hinar incidel

The Security Awareness Company

@ www.thesecurityawarenesscompany.com
83 facebook.com/TheSACo

fongey.com/@SecAwareCo
- [ linkedin.com/company/the-security-

< winn@thesecuritvawarenesscompanI{.co

awareness-company

Kayley Melton
Founder & CEO

< kayley@thesecurityawarenesscompa

Reach out to us via

ny.com e m a i I


http://www.facebook.com/TheSACompany
mailto:twitter.com/@SecAwareCo
http://www.linkedin.com/company/the-security-awareness-company
mailto:jackie@thesecurityawarenesscompany.com
mailto:winn@thesecurityawarenesscompany.com
https://www.slideshare.net/winnschwartau/how-to-make-your-security-awareness-program-fail
mailto:winn@thesecurityawarenesscompany.com

TV:Movies - Auto Sync (Right!)
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Taxonomy? Huh?

Periodic Table

Learning/Knowledge Maps

Dewey Decimal System




Hire An English Major & Parse

books

articles

Students read . /
2

Analyze communication until it’s as complicated and dry as possible

In order to communicate clearly,
an individual needs a Master’s
Degree. At least. Otherwise,
communicate at your own risk.

—-— £




Do Not Violate The Formal or Structured

Complicated instructions
ensure the most
secure programs

Standards should be rigid
and require an
instructional consultant

INSERT TAE A
IN SLOT A

LEARN HOW
TO READP AND
FOLLOW

INSTRUCTIONS
OF ALL KINDS!




Testing Is Absolutely Reliable and Accurate

Everyone who passes the test knows how
to behave when a security event occurs.

Make tests
super easy so
everyone gets
an ‘A’ and
the auditors
are happy.



Security Awareness Program Planning

Guide.

Any security issue or event fits into at least one of the open cells.
2. & G




Confuse Awareness With Training

Coke obviously wastes
S3B/yr. on global brand
awareness

Repetitive multi-media
branding is useless. It
doesn’t change behavior.

Don’t buy into the hype.

\ open happiness (et
\ ., ’
: 8 s 1_1_ %

Brilliant marketing is a myth.




