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What is Security Awareness FAIL?

Oh… let me count the ways…but First… All About Me!



Family of Entertainment-Geeks

My Mom -1943. Actress/
NBC Mastering Engineer



All About Dad!

Dad: Dev. Radar WWII
Actor/Producer/Engineer



Winn As TV Repairman: $.50 per Repair



My Electronics Store: Audio Engineering



High School Computer



High School Sucked and I Couldn’t Get a Job



The Family Business:
My First Studio (16 yrs. Old)



My First Cutting Lathe



My First Machine Language Computer



1969-1981: Audio/Video/TV (Computers…sort of…)
• Hit Factory
• Record Plant
• A&R
• MediaSound



I Loved Going Live: When the Show MUST Go On



TV:Movies - Auto Sync (Right!)



And When It Fails - The Show Must Still Go On



1979: Building Recording/TV/Movie/Remote Studios



My Studio: 1980



Digital Audio/TV/Movie Automation: 1980



7  January 1983: Went Into Security



Congressional Testimony 
June 27, 1991

Our computer systems are so 
poorly protected, they are “An 
electronic Pearl Harbor waiting 
to happen.”

“The Civilian Architect of 
Information Warfare.”

Admiral Tyrrell, UK MoD



The Early Days: Weaponization of the 
Internet

1990 1993



Teaching Cyberwar/CyberTerrorism Awareness & Skills



Clinton’s Marsh Commission on Critical 
Infrastructure: 1996-97



Expanding Awareness: Gov/Mil          Enterprise         
EDU         Kids/Families



Amazing Good Fortune: Audio, Video, Entertainment &Technology



So, Back to How to Make Security Awareness FAIL!

Oh… let me count the ways…and but always remember



Awareness Must Be Boring

✓ Mind numbingly so, 
if budget permits.

✓ Words, words, and 
more words.

✓ Extra dull earns 
extra points!



Graphics Just Get in the Way

Why waste time organizing information in 
infographics? Eight pages of agonizingly small 7.5pt 

font is just as effective, right? 

If you DO break 
down and use 
graphics, don’t 

waste time hiring 
graphic designers: 

all graphics are 
created equal. 



Never Use Humor

Work and security 
require a business 
attitude. If people 

laugh, are they really 
paying attention?

In fact, smiling is 
discouraged. People 
should understand 

the serious nature of 
security.



All You Need to Teach Is Policy & Compliance

Repeat the same 
dry, boring rules 

over and over again. 
People will get it.

Knowing policy 
means no security 

breaches.

YOU CAN’T DO THAT

YOU MUST DO THIS

NO



Tell - Don’t Show (Hollywood Style, eh?)

Multi-media is cheesy, 
silly, and overrated. 

Videos are pointless.

Tell in lots of words. 
Never ‘show’ or create 

visual metaphors.

Videos do not reinforce 
information in a 

memorable way. Emailed 
instructions are just fine, 

thank you!



Do Not Make Awareness Personal

Don’t  acknowledge a 
person’s family or 

personal life.
Concern should only 

lie with whether or not 
the company is secure. 

Everything else 
is expendable.

Remember, when 
in doubt, just 
follow policy.



Don’t Go Mobile!

• Employees belong at 
their desks, working.

• We simply don’t see any 
value in putting SA 
content, videos, updates, 
news, or alerts on a 
mobile device. What 
good would that do?

• And, why should we 
invest in an easy-to-use 
mobile security reporting 
tool that works from any 
platform, anywhere at 
any time? We don’t see 
the value.



Don’t Set Vision, Goals or Objectives…

If you have no vision or goals, and are not 

supported by C-Level and Board… you 

WILL fail. 

You cannot build a house without:

Land

Foundation

Designs & Plans



Start Too Big

Do too much at the 
beginning. 

Turn on the firehose instead 
of reasonable starting plans…

I STARTED 

TOO BIG!



Make small changes… one at a time… and demand 
them tomorrow

TOMORROW!



Let Corp Comm Run All Awareness

Corp Comm can 
build you the ‘box’
from which creative 
escape is impossible. 

Want to delay a 
program for months? 
CorpComm can help 

you with that.



Let the CISO into the Production Process

Let them set the 
tone and have the 

final say in both 
graphics and editing!

The CISO took 
a film class. 

The VP-IT took 
a semester of 

creative writing.



Design by Committee 

Who needs leadership or 
technical knowledge? Add 

needless complexity & 
internal inconsistency?

Who needs to waste time 
with a strong, creative 
vision? The quality of a 

product doesn’t matter. All 
that matters is a 

committee approval.
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Never Use Casual Written or Spoken Language

Casual is unprofessional!

Use academic terms only!

People love words and acronyms 
they don’t understand.

AWARENESS

Slangish

INS AND OUTS OF SOCIAL 

ENGINEERING
Flim Flam 

Scam Man

DNS TCP/IP 

IPS DLP TLS 

SIEM AES

Gonna Oopsy! Blind Eye

SPEAK 

GEEK?



Don’t Follow The Gold Fish Rule

You know that your Security Awareness 
Messaging is the most important thing ever.

Just refuse to accept that the average 
human attention span is 8.3 seconds; about 

that of a gold fish. 
People should just focus better.



Sex, Drugs, and Rock’n’Roll: Don’t Use the Rule 
of Three.

You need users to know 14 different 
details on 8 disparate, but somewhat 
related, cyber-security best practices, 

corporate policies, and the latest 
compliance regulations.

Nothing less will suffice.



Don’t Use Triads



Ignore The Science of Learning

• “When I was a kid …”

• “If it was good enough for me …”

• “Can’t teach an old dog …”

• We ‘understand’ Learning
• Apply Neuro-Science

• Employ Addiction Techniques

• Brain – Best Averaging Machine, Ever!

• Micro-Learning & Chunkification

• Interactivity & Gamification stimulate stronger neural 
pathways, which = Modified Behavior.



Games? We Won’t Use Games!

Just because games are addicting, 
and we can get people’s attention, 
and we can have SA messaging and 

content built-in, let employees 
compete for fun or prizes, and 

develop metrics … so what? 

It’s still a … Game?!$%!%?



Don’t Use An Awareness & Incident Reporting Portal



No Feedback, Please! Don’t Listen To Your Customer

They don’t know 
anything, anyway.

They’ll just want it 
their way.

If they go away, we 
will know awareness 

doesn’t work.



Never Test Behavioral Reactions

We know that phishing 
tests are valuable, but 

they are so 
discriminatory. It can 

hurt people’s feeling to 
know they clicked on 

stupid s***. 

We’d like, to, but HR 
and Legal are 

saying it’s too hard to 
do fairly.



Awareness Should Be Super Technical:
More Security Experts is Better!

A helpdesk is just another 
mindless expense.

Who says your time is valuable? 
Don’t go to the experts for help. 

Waste a couple of hours and 
troubleshoot the problem yourself.

Make all of your employees 
super-geeky security experts. 

Saves $ on Tech Support.



The Execs Don’t Need Security Awareness

C-Suiters don’t have time 
to waste on security 

awareness.

They approved their 
policies, they obviously 

know how to avoid 
security risks.

So save your funds and 
don’t train them.



Ignore IT & Technical Staff 

Save money! 
Don’t train the geeks. 

Geeks design the software 
and run the networks; why 
would they need training?

Geeks only have to stay 
up-to-date on how to 
manage firewalls and 
ensure your security. 
Save that extra $100 
and don’t train them. 



Use Threats & Give Orders

Want to be a better 
leader? Use more fear.

Leadership through 
fear is exceedingly 

effective in controlling 
people’s behavior.



Everyone Knows, Awareness Is Just A Once A Year 
Event

Once is always enough. 
Especially for security.

Reinforce policy through one yearly 
video or one short course.

Make it mandatory! Force every 
employee to check the “I will 

always follow policy” box under 
threat of termination.

Checked all the right boxes?

Yes! Then congrats, you’re done! No 
need to repeat it. 

We’re done. Right?

“I will 
always follow policy”



The Awareness Answer? What Does Work?

The Exact Opposite of 
Everything we Discussed!



Security Awareness Program Resources: 
Free. Really. No Gimmicks. 

A huge repository of Free Security Awareness 
Program Materials. 

https://free.thesecurityawarenesscompany.com/

Materials protected under Creative Commons CC BY-NC-ND 4.0. 
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode

https://free.thesecurityawarenesscompany.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode


Security Awareness Program Management



Security Awareness Case Studies



Security Awareness Newsletters



Security Awareness Cheat Sheets 



Security Awareness Posters



Security Awareness Activity Book



Security Awareness Games



Security Awareness Videos



Have Fun! Meme It Up!



Say YES! To Security Cat™!



Comments? Questions? Responses?
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1.727.393.6600

winn@thesecurityawarenesscompany.com

mailto:jackie@thesecurityawarenesscompany.com


DO NOT USE FROM HERE ON



Comments? Questions? Responses?

facebook.com/TheSACo
mpanytwitter.com/@SecAwareCo

linkedin.com/company/the-security-
awareness-company

The Security Awareness Company
www.thesecurityawarenesscompany.comWinn Schwartau

Founder & CEO

1.727.393.6600

winn@thesecurityawarenesscompany.com

Find my slides on LinkedIn 
SlideShare!https://www.slideshare.net/winnschwarta

u/how-to-make-your-security-awareness-
program-fail

Look out for an email from us 
with a recording of this 

webinar inside!

Kayley Melton
Founder & CEO

kayley@thesecurityawarenesscompany.com

Reach out to us via 
email

or on Social Media!

http://www.facebook.com/TheSACompany
mailto:twitter.com/@SecAwareCo
http://www.linkedin.com/company/the-security-awareness-company
mailto:jackie@thesecurityawarenesscompany.com
mailto:winn@thesecurityawarenesscompany.com
https://www.slideshare.net/winnschwartau/how-to-make-your-security-awareness-program-fail
mailto:winn@thesecurityawarenesscompany.com


TV:Movies - Auto Sync (Right!)



And When It Fails - The Show Must Still Go On



Taxonomy? Huh?

Periodic Table

Learning/Knowledge Maps

Dewey Decimal System



Hire An English Major & Parse

Students

an
d

books

articles

read

Analyze communication until it’s as complicated and dry as possible

In order to communicate clearly, 
an individual needs a Master’s 

Degree. At least. Otherwise, 
communicate at your own risk.



Do Not Violate The Formal or Structured 
Instructional Process

Complicated instructions 
ensure the most 
secure programs

Standards should be rigid 
and require an 

instructional consultant



Testing Is Absolutely Reliable and Accurate

Make tests 
super easy so 
everyone gets 

an ‘A’ and 
the auditors 
are happy.

Everyone who passes the test knows how 
to behave when a security event occurs.



Security Awareness Program Planning 
Guide. 

Any security issue or event fits into at least one of the open cells.
Some may fit into more than one.



Confuse Awareness With Training

Coke obviously wastes 
$3B/yr. on global brand 

awareness

Repetitive multi-media 
branding is useless. It 

doesn’t change behavior.

Brilliant marketing is a myth. 
Don’t buy into the hype.


