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How did we get here?
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Facebook accounts are fake. 
That’s just over 13%.

Fake Facebook Accounts U.S. Population

326M
170M

The Problem
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False information is 70% 
more likely to be shared on 
social media.
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Consumers will deny their 
business to a brand because 
of its public behavior.

Consumer

Consumer

Consumer

The Problem
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And also, Russia.
Sophisticated actors are 
exploiting these design flaws in 
the social internet and 
systematically manipulating 
public perception. 
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Disinformation Lifecycle
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In early 2016 I started looking into 
US domestic extremism on social 
media. 

They noticed.
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Disinformation Lifecycle
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The Problem

How much did extremist 
language infect the 
mainstream conversation?
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Highly visible brands are 
under attack every day.
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Cross Platform Campaign: NFL

An anonymous trolling 
collective capitalized on 
NFL player protests to 
further their ideological 
objectives. 

That campaign was amplified 
by state intelligence 
agencies interested in 
sowing discord through 
social media propaganda. 

Encouraged by their 
success, the trolling 
collective iterated on 
their initial campaign to 
further undermine the NFL 
brand.

Coordinated Trolling Russian Amplification Campaign Iteration
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Threat Intelligence: #TakeAKnee

Summary
As part of its larger efforts to detect and counter political and 
corporate disinformation, in late September, 2017, New 
Knowledge detected an increase in coordinated disinformation 
targeting the NFL. The initial signal of this campaign led to 
monitoring of 4chan, the anonymous web forum closely linked 
to coordinated trolling activity targeting the US political right.  

Threat Actors
Ideological Domestic Trolling, Russian Intelligence

Target
US Black Community

Expected Reach
At the time the campaign was planned, New Knowledge 
predicted mainstream adoption, based on the historical success 
of similar campaigns designed to amplify racial animosity.

Campaign Goal
This campaign was designed to sow division between NFL fans 
and African Americans, and later to reframe the NFL broadly as 
a social justice organization to further undermine its credibility. 
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Signals Intelligence and Amplifciation: #TakeAKnee

New Knowledge is the developer of the Hamilton 68 dashboard, which has monitored Russian disinformation campaigns since July, 2017, 
and become the premiere source for journalists  tracking disinformation in real-time. Within 48 hours of the 4chan call to action, Russian-
linked Twitter networks were amplifying the campaign hundreds of thousands of times. 

0

5000

10000

15000

20000

25000

30000

35000

40000

take the knee dump the nfl stand for the flag take a knee

Russian-Amplified Campaign Topics
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Impact Assessment: #TakeAKnee

Summary

Aided by Russian amplification, the campaign expanded from 
the 4chan network and transitioned into the mainstream. It 
successfully targeted notable social media influencers, and 
ultimately was adopted by high-profile national politicians. 

Increased social media attention adoption garnered press  
coverage, and the #TakeAKnee campaign spread to millions of 
users.
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Influencer Engagement - Retweets Influencer Engagement - Likes

#TakeAKnee False Trending Influencer Example

8.9K 22K
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Follow-on campaigns: #Queerleaders

Summary
Bolstered by their success, 4chan evolved their campaign to 
undermine the NFL with its core audience by reframing the league 
and its fans as “social justice warriors.” #TakeAKnee became a 
spring board for #Queerleaders, a manufactured narrative 
advocating for transgender representation on NFL cheerleading 
teams.

Threat Actors
Ideological domestic trolling

Target
NFL, US political left

Expected Reach
At the time the campaign was planned, New Knowledge predicted 
the campaign would be limited to liberal political conversations, 
primarily on social media.

Campaign Goal
Create the impression that the values of the NFL and its fans are out 
of sync with mainstream America.
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A small number of likely automated accounts are responsible for driving 
the anti-Netflix narrative among far-right online communities.
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Clear Call to Action

After Susan Rice is appointed to the Netflix 
Board of Directors, anonymous trolling groups 
launch a campaign to undermine the Netflix 
brand.  The campaign is hatched and 
coordinated on 4chan and Reddit, sites that 
have become notorious for exploiting social 
divisions and coordinating elaborate hoaxes 
that are reinforced by mainstream media.

Campaign Coordination
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The campaign moves from 
obscure online communities to 
mainstream social media 
platforms. This month-long, 
sustained, high volume, repetitive 
campaign continues to shapes the 
social media feed of real users by 
hijacking trending conservative 
topics. 

Automated Distribution
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Russian-linked social media influence networks, 
intent on sowing political and social discord, often 
amplify divisive conversations. Brands are caught 
in the crosshairs. 

Opportunistic Amplification
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New Knowledge monitors 
the digital landscape to 
detect and disrupt 
disinformation campaigns. 
We defend public 
discourse, and prevent the 
manipulation of public trust.

About us



7/19New Knowledge 31

The fight against disinformation 
isn’t about truth. 
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jonathon@newknowledge.com
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