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Dallas
Texas

- Hackers turn on citywide sirens

- Mass panic

+ Residents flood 9-1-1

- EMS slow to respond to real
emergencies




Atlanta
Georgia

- Iran-based hackers lock
citywide networks

- $20 million lost

« DWP networks down

- Police dash-cams wiped

- Loss of 10 years of city
attorney documents

- City budget delayed




Los Angeles
California

- 4 Million

unauthorized access
attempts on city
servers each day

= 2,200 intrusions

each week
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1,000,000,000
security events analyzed daily

The City of
Los Angeles

4,000,000
Blacked attempts daily

2,200

‘wualdym:ﬂnlm

Irdegratod Sacurty Dperation: Tender 05001
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TRALK TOUS GET HEL P BIL{M: PERHORMANCE ABOUT
Eric
Garcetti

Press Releases

Home — Media — Press Releases —

Mayor Garcetti Issues Executive Directive

on Cyber Security

Mayor Eric Garcettl today Hﬂﬂfﬂ an Executive Directive creating a City of Los
Angeles Cyber Intrusion Command Center to lead cybersecurity preparation
and response across city deparuments. The Center will be led by the Office of
the Mayor and will include assistance from the FBI and Secret Service.

“I'm creating this Cyber Intrusion Command Center so that we have a single,
focused team responsible for implementing enhanced security standards
across ity departments and serving as a rapld reaction force to cyber-
attacks,” Mayor Garcetti said. “Today, our traffic lights, our routing system for
trash pick-up, and 50 much more are electronic. Cybersecurity means
protecting the basic services at the core of city government, and it means
protecting our critical infrastructure like our port and airport, which we know
are top targets.”
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Integrated Security Operations Center (ISOC)

- ——

A

naging threats strategically
LAWA ITA DWP POLA
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L.A. ISOC Helps Capture Hacking Group

ThelJakartaPost

¥ o FUE TR E

Jakarta police arrest hackers after FBI
report

W suana b

- ISOC detects suspicious activity
- Alerts FBl and LAPD

- 3 hackers in Indonesia arrested
- Connected to 600 cyber attacks
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iTigaocer Hollywood hospital pays 517000 in
bitcoin to hackers: FBI investigating

Sony’s Very, Very Expensive Hack

Bty Aanie Lowrey H By FICELET WINION é -

Snapchat Employee Data
Leaks Out Following
Phishing Attack

~~~~~~~

Maersk's L.A. port terminal remains
closed after global eyberattack

15.
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()

OR'GARCETTI'LAUNCHES NATION'STFMRST

Initiative 1 Initiative 2

Real-Time
Threat Sharing
"“The Halo"

Free Cyber
Services

Community
Engagement
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Initiative 1: Mutual Information Sharing

20.
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Initiative 3: Stakeholder Engagement & Innovation

Career Development

Cybersecurity Training

A S Jobs and Internships

Community Events - N
Research and Academia
Innovation Incubator |



LA Cyber Lab Industry Event “-

Pra
Cyber Threat Response Clinic (CTRC) fscu S”““ﬂ'ﬂy

When: Tuesday, August 28,
2018 —9:00AM-5:00PM

Where: Emergency Operations
Center — 500 East Temple
Street, Los Angeles, CA 90012
[Free parking available)

Registration: All attendees
must register online and will
close out with the first (35)
participants.

What to Bring: A laptop® and
a current CCO account are
required. All registered
attendees will need to have a
valid CCO account (1) week
prior to the event and by 8/21.
Cisco can assist in assigning

guest OO0 accounts.

Audience: This course is

Vst

The Cyber Threat Response Clinic [CTRC) is an exciting security education
initiative. This lab has been built as a training platform based on security
Integrated solutions to address real world threat situations occurring
most commonly today. Students will get to experience life-like cyber
security attack situations In a virtualized enterprise lab environment,
where they will get to play both the role of attacker and defender.
Utilizing an environment that models many enterprise networks,
students will learn and understand how environments get compromised,
how security breaches get detected, and how to respond with maximum
effectiveness. The clinic will be held in a classroom setting and the labs
will consist of simulations of various cyber threats including phishing
attacks, ransomware propagation and DNS breaches.

Amand-

Route Fifty Tech Roadshow 2018

JUNE 14, 2018 | HONEYPOT LA

il TR,

Evanta SoCal CISO Summit 2018
JUNE 5, 2018 | HILTON LOS ANGELES/UNIVERSAL CITY
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The U.S. Department of Homeland Security
Awarded $3,000,000 to the LA Cyber Lab

Machine-to-Machine Personnel & Workforce
Information Sharing Infrastructure Development

Real-Time Information Exchange Full-Time Personnel College-to-Career Pipeline
Sl e g Contmumg Education
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www.lacyberlab.org

No-Cost Cyber Tools for LA Businesses

Sign up below to receive freecity of Los Angeles cyber alerts and threat intelligence Lsing ~1 billion daily reconds from the city of Los
Angeles pnd the Federal goserremsnd, your of garizst lon can recehes ibdocmation wa emall POF, emell 5V or machine-to-sachine STIE
files loaded directhy vt your oyber seouritty tools. OyberLabld membersiip /s sulyect do valkdabion by e cify of Los Angefes.

Blusiness Mame

Contact Mame -
Cortact Emall *
Contact Phane Mumiser *

Prefemed Mathod OFf Deliwery -
A Emall POF

Emal TSV File
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Questions?
Contact Us!

oSG

LA CYBER LAB
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