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- Service providers and vendors.

...forced to cooperate to defend themselvéfs*.
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Screeners application N
. Thousands of viewers, mainly: press
- Web and Apple TV front ends. .5
.- Admin web Ul for PR teams to' ﬁ?@age
Multi-cloud A

Content ripe for piracy N " Ee
Many popular shows . |
In their final form ' '




Decent Controls ‘

- Passwordless Login
+ No password to compromise

- Visual Watermark
- Deter against leaks

- Forensic Watermark
- Track when we need to
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Five Thr

1. Authorized user leaks content
* Accidentally by over sharing
* Accidentally through carelessness
* On purpose by screencapping

. Attacker compromises authorized user
robably phishes their email

. Attacker breaks into application
May be an authorized user or not




Watchers on the Wall

Monitoring as a general purpose compensating control

S Flexible
 Can be applied to many threat models

“

#Can start small
* Build up to more sophistication

Includes humans
a. * Leverages our paranoiaand judgment

Good toolsets available

-



Example 1

Anomalous Activity
Monitoring

Addresses authorized users' use
of our systems

Inputs:

* Client side Ul tracking

* Server side request tracking
ENET T » Authentication

i

W

; ' * Video QoS tracking data



Example 1 - Anomalous Activity Monitoring

* Analyze typical user activity

e Set threshold alerts
* Number of locations
* Number of devices
* Number of views per time period
* elc.

* |Investigate alarms using an SOP
 But also your brain

* Correlate with session tracking and
replay tools

* Spot check on an ongoing basis




Example 1 - Ahomalous
Activity Monitoring

Alert: Users exceeding location threshold (Real time)

EmailRequestingLink ContentProvider NumberOfLinksRequested
@ .com 4
% .com 5
.COm 4
om 5
@gmail.com 4
B .com 4
@amail.com 4
. .com 4
strf_time stall_span_minutes watermarked_by_email Ip_address ip_user_type City Region Country video_id total_noticable_stalls total_delay_seconds delay_rate
07-23-2018 15.5235 tr| I 2gmail.com B 189 college Baltimore Maryland United bfb160ed-263f-4964-8089- 25 126.187 0.135480
3:49 PM States ccd52a1d2c25
07-23-2018 3.11368 rol @ atimes.com B 35 residential Los Angeles California United 0946c39e-5926-4895-9bf0- 2 1.567 0.008388
3:56 AM States Oaf35ee4bf0e
07-23-2018 0.000 f!m@gmail.com I 5 residential Southbridge Massachusetts  United c5baf7c1-5dfb-482b-827b- ] 1.227
4:45 PM States d11cc37a9b35
07-23-2018 21.82228 MEE@tangmp.com B 6  residential Los Angeles California United 04b13bc2-9b37-4423-b5b5- 26 160.544 0.122615
5:13 AM States 36db2d8358d3
07-23-2018 0.000 e} gmail.com B8 residential Elmhurst New York United 927a38ec-39fc-41¢8-bfb8- 1 2.088
5:24 PM States 8022125c75db
07-23-2018 0.000 sollll@condenastcom [N 113 residential Stamford Connecticut United bfb160ed-263f-4964-8089- 1 0.593
5:39 PM States ccd52a1d2c25
07-23-2018 46.64187 silEEGEGEGEGEGENosky.de B 12 residential Munich Bavaria Germany  31007afc-efd3-4598-bfb4- 8 52.557 0.018780
5:41 PM 82375363f3b2
07-23-2018 16.84778 willl@gmail.com B 130 residential London Ontario Canada 2f41d8ec-f723-42dd-b809- 2 17.916 0.017723

5:59 PM

0e59b9d3401a



Example 1 - Ahomalous
Activity Monitoring

Activity Reviewed:

USER: @ 1.cOm
Previous observations:
First request for magic link sent 11/12/2018. No content viewed until 11/16/2018. User
IS a top viewer. User has records of|viewing from 2 devices in tandem| one on a cellular
network. 3 IPs, 3 devices, 2 regions.

Current observations:

No new activity from this user since initial observation. User will remain flagged for
further observation.

>>>Flagged for further observation.




sults

. vigilant

. do find suspicious activity

* Some activity is legit but |OOKS K —cigii S o I ‘
very suspicious NG T DT -
2] * Certain VPNs
* Client machines in publi
cloud

4+ * Requires constant
Improvement
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Example 2 \ Ap p Ii C -
Infrastr

>R

Addresses attempts at

unauthorized access to our
systems
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Example 2 - Application and Infrastructure Monitoring

Overview

Activity by Source Location @

(® mapbox e

Logins from Multiple IPs @

l 4
e
Ny

Logins from Multiple IPs &
# email

1

-~

N - a
O & v ©

&
- & -
o

Mexico

Cuba

2 @ vEvoDE B F
Last30Days B TV © Total Login Failures @
Top Login Failure Reasons @
# eventName login_failure_type
1 login_verification passed
2 login_challenge passed
3 login_verification incorrect_answer_entered

© Mapbox © OpenStreetMap Improve this map

Last30Days @ YV © ACL Changes @

750
500

@

© 250

. -i -m - - - I

1., o AMa= «znln _0ln  _:zHMi-

Nov 05 Nov 12 Nov 19 Nov 26
2018 2018 2018 2018

Last30Days @ Y © Top Event Name by Event Type @
DistinctIPs LoginCount # eventType eventName

8 69 1 DOMAIN_SETTINGS

O Inda ] ~ IO MILID O TTINICA

Last30Days @ Y O Login Failures by User @

af

Last30Days @ T @  Top Apps @

eventCount _rank

1 1

ot 1

o . ® [From Panel]
Last 30 Days Y O
Last 30 Days YO
login_type eventCount
130
5
3

Last 30 Days YO

N i B
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Example 2 - Application and Infrastructure Monitoring

Amazon GuardDuty - Overview

Guard Duty Threat Map &

Canada
United
a States
Mexico Cuba
Colombia
Peru Brazil
Bolivia
Paraguay
(® mapbox _
Argentina
Severity Trend @
12
6
0
Nov 05 Nov 12
2018 AR RS

Threats by IP @

& Last 30 Days Y O

Iceland Sweden
N Russia
United
Kingdomc Belarus
Ukraine Kazakhstan :
Mongolia
Spain Italy Uzbekistan
Turkey
China
Morocco Irag  Iran
Libya Egypt  Saudi Nepa,
Arabia India
Mali Niger
Senegal . Sudan o Philippines
Sri Lanka
Cameroon
Kenya ° -
ndonesia
Tanzania
Angola
Namibia Madagascar
Au
South Africa

© Mapbox © OpenStreetMap Improve this map

@Llast30Days @ Y O

@ High
® Low
@ Medium

Nov 19
2018 2018

Nov 26

@last30Days @ 7V O Severity and AccountID &

& Last 30 Days Y O

High Severity Threats Table @

# Time accountID region ResourceType description
1 12/03/2018 us- EG2
10:57:00 AM east-1
-0500
2 11/14/2018 us- EC2
9:35:00 PM -0500 east-1
3 11/14/2018 us- EC2
9:11:00 PM -0500 east-1
4 11/14/2018 us- EC2
8:45:00 PM -0500 east-1

Threats by ThreatPurpose, ResourceType, ThreatName &

# ThreatPurpose ResourceType
1 Recon EC2

2 UnauthorizedAccess EED

3 UnauthorizedAccess IAMUser

4 Behavior EC2

5 Trojan EC2

6 Recon EC2

Severity and Region @
[ )

2 @ LVEMODE

@ Last 30 Days YO

Y

» £ : ® Last 30 Days

@& Last 30 Days Y O
link
https://us-east-

1.console.aws.amazon.com/ec2/v2/home?
reqion=us-east-1#Instances:search=i-

https://us-east-
1.console.aws.amazon.com/ec2/v2/home?
region=us-east-1#Instances:search=i-

https://us-east-
1.console.aws.amazon.com/ec2/v2/home?
region=us-east-1#Instances:search=i-

https://us-east-
1.console.aws.amazon.com/ec2/v2/home?
reqion=us-east-1#Instances:search=i-

& Last 30 Days Y O

ThreatName count
PortProbeUnprotectedPort 3,785
SSHBruteForce 43
UnusualASNCaller 33
NetworkPortUnusual 5
DNSDataExfiltration 4
Portscan 1
Severity and ResourceType (i)

a2 Aam ma



Example 2 - Application and Infrastructure Monitoring

* Trend 1: Sharing between customers and vendors
* Vendor shares real-time log data with content owner
* Content owner loads log data into their own SIEM
* Allow correlation of data across vendors and solutions
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g Controlling Internal Use

Addresses employees' use of our
systems

ey e L

Challenge -

Provide enterprise grade security, operat
as a small company who is a vendor to larg
enterprises
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* Anti-malware
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Example 3 - Controlling Internal Use

Details | &£ Refresh details | Edit details Approximate location @ | £ Refresh location

Name: alex_nauda-mbp13 Ashburn, VA (via IP, updated about 3 hours ago) |m
Model: MacBook Pro

Serial: -~ . Pavilion Lake
Warranty: Apple Map Satellite

Tags: BOS OWN
Auto tags: Mac devices Q
Owner: Set an owner

Ashburn Village
SM Agent Sports Pavilion
Up to date: Yes o°

Id YoIMION

Pavilion PkWy

0S

Version: OS X 10.14
Uptime: 23h 33m 55s
Last user: -

%

3

Saeﬂa)’)\‘EISu‘loo
Ashburn village piyq

(o)
e
3
i\ Terrac
\ e e
) Tl
S
Q
()

Securit
Y Christiana Dr - 0,9
Encryption: Enabled Dtisy,
Urban Bar-B-Que S,
- GG/O(/O@ < The UPS Store a p,
Firewall: - /O‘/o@ 6‘2‘@,/0 Q @ Jimmy John's Giant Food
Login required: Yes © 6‘2‘@,,0 4’;1,

3 Ashburn Pub Rainsp,
Auto login: Disabled »ﬁp Ashburn BarberShop @ 0 Dy
Screen lock: Enabled >

Screen lock delay: 9 minutes O Q Virginia ABC

o
\A
Ashburn Village Center g?’
9
Management S

(04
Y @
E
[
2!

Burger King

Cuba Mills Ct

Kem AsejjiH

B Dunkin’ Donuts

Tavern Dr

Settings: up-to-date

Capital One Bank
Enrollment date: 12:58 Jun 20 2017

6‘6 Popeyes
%@ Louisiana Kitchen e
Storage %‘

. @

20 Blue Ridge Grill KCDonalcss %o,

143.4 GB/ 931.5 [ 15% | A S
vz

GB Sunoco Gas Station X
67.1MB/931.5 | 0% | @

GB
.3.0GB/931.5 | 0% | (o8
 GB

/dev/disk1s1:

/dev/disk1s2

/dev/disk1s4

CRLATEY onod“‘

Network A »

LAN [P:

Public IP:
Wireless adapter: Airport Extreme

Bluetooth MAC:

N\

. ?, Ra
Agent last online: Dec 04 2018 14:50 %, eSS ~ %, C\)Oxoo‘ ”’Sboro Dr

5
-
. &
Online status | P Check-in now & S
S
<@
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3
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Example 3 - Controlling Internal Use

Dashboard  Analysisv  Outbreak Controlv  Management v  Accounts Vv Search Q
DaSh boa rd Compromise Events (Default) § (& Reset  New Filter
Dashboard Inbox Overview Events Time Period | 14 days v Refresh All O Auto-Refresh = v
| Inbox Status Cognitive Threat Analytics
0/ compromised
o O 0 Require Attention  ® 01In Progress @ 0 Resolved unresolved threats
0
Compromises % Inbox Quara ntined Detections 9) Quarantine Events Vulnerabilities View
Top - Top o s -
Marketing Accounting Marketing Accounting Marketing Accounting
CustomerS...
CustomerS... CustomerSS... Administrative
Developers
Administrative Administrative Triage
Developers Developers
Triage Triage Support sales
Metasploit Protect
Support Sales Support Sales
Dev-devices
Metasploit Metasploit . o
P Protect : Protect Threat Grid Analysis
0 Automatic Analysis Submissions
Dev-devices Dev-devices 0 Retroactive Threat Detections
Statistics

2.26 Million Files Scanned
40.2 Thousand Network Connections Logged

20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4

NOV DEC NOV DEC ConneCtOI’S



Example 3 - Controlling Internal Use

* Good security with less impedance
« Hardware MFA (e.g. YubiKey) and/or biometrics (e.g. TouchlD
~* GCP Identity Aware Proxy as a potential alternative to VPN

-
; A ‘ "v

st NeW“t’eCh'niquéS become availablevery 6 months or 5o
 Keep up with the news
* Evaluate techniques as they emerge and are adopted

* If something works, implement it fast
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