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Typical Incidents

Email Phishing attack

Attrition attack on IP address/server

Freelancer blog plot revealed

Pre-Theatrical Release prior to embargo

Web - Malware Infections

Loss or Theft of equipment e.g. laptop or 
smartphone trailer Leaks

Improper Usage - violation of acceptable usage 
policies. Post ‘off-boarding’

Other - Client photography in theatre, break-In



Limitations of Manual 
Incident Response

• A lot of info - reliance on emails, 
Excel, Word, screen shots - complex 
to assemble – different versioning

• Blocked emails through filtering

• Generally reliant on one or two 
individuals for the information

• IT ticketing systems – issues with 
internal confidentiality

• Scramble to assimilate, analyze, 
communicate & act

• Key parts overlooked



Central Incident Response 
Management Platform
• Centralized ticketing system segregated from the network

• Incident Response - a discipline of Continual Improvement better Analysis 
to convert volumes of data into actionable intelligence and evidence

• Faster Response and recovery managing security incidents in real time

• Contained Communication - hierarchy of user permission levels - need to 
know basis. Emails containing IP address not blocked as suspicious

• Encrypted Data, immutably stored for analyst investigation & legal

• No PII issues – Personal Data is not distributed outside of the platform: CCPA 
GDPR  

• Malware evidence stored hashed and encrypted 



Home Dash Board

• Information & Status

• Incident Snap Shot 
• with real time data with 

tasks, activity

• View Assets

• Add users, permissions

• Communication



Analysis of Activity

• Analysis
• Graphs, charts, timelines

• A Playbook Feature
• Visual representation for activity and 

remediation steps

• Playbook Designer – drag & drop, add steps

• Save to library & publish 

• Add playbook into an existing incident with 
Playbook Wizard
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STATUS OF INCIDENTS

Critical High Medium Low



Clients, Users, Permissions

• User permissions 
• who is allowed to see what when

• Teams – set & edit permission levels

• Enterprise Analysts: central control

• Analysts: e.g. create tasks but not incidents, 
upload, examine, search evidence

• Contributors (in the field) e.g. access to a 
single group, can upload evidence only



Adding Incidents & Evidence 

• Import Incidents

• Wizard to add, create, edit ensures all steps 
are competed

• Event logs

• Assets: laptops, servers, desktops, server 
rooms, buildings, IP addresses, malware sites

• Evidence

• Uploading, downloading, analyzing

• Encrypted in transit at rest

• Ghost evidence (with hashing to original path 
& ASCII Strings)

• Virus Total for file integrity



Searches & Alerts

• Search tool for all incidents and clients

• By ASCII strings

• Alerts Icon – notify managers & users to 
priority events

• Save so much time with all assets logged in 
one repository 



Incident Processing

• Running Analysis

• GREP to search strings

• Volatility to analyze Windows memory images

• Observables

• Non physical i.e. IP addresses, hashes to trace 
attacker activity & identify victim machines

• Indicators - Host & Network based to act on 
intelligence

• Compromised Accounts - record & monitor

• Convert Documents to Evidence



Communication, Messaging & Chat

• Chat between assigned users to same incident is 
immutable

• Email Templates & configuration for messaging 
with specific layouts e.g. adding legal disclaimers

• Wizard for customized event briefings

• Accuracy & Proofing checks 

• Briefing notices

• Communication logs

• Ideal for legal evidence



Summary

• Company is better equipped to handle 
an incident emergency

• More information to analyze and more 
intelligence to act on

• Less reliant on a few individuals

• Faster response times

• Cost savings through prevented 
incidents



Case Study 

• Featured in the current SANS training course 504 

• Used by corporate, government, military and law 
enforcement in the US, UK, EU, and Australasia 
including DOD

• Adopted by Convergent as a partnership offering



Q&A

• Risk assessment & compliance services 

• Principal provider of TPN assessments

• Penetration & vulnerability testing

• Pre-assessments & remediation advice 

• Policy development, security training, breach 
investigations, 

• CCPA & GDPR compliance testing
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