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IBC email story

Blair Johnson
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Pic of lauren’s laptop
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Wait, What Even IS The Insider Threat?

Elevated Trust Elevated Access



ISE Proprietary

Wait, What Even IS The Insider Threat?

ACCIDENTAL OPPORTUNISTIC DETERMINED:

DISGRUNTLED

DETERMINED:

MALICIOUS
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Defense Methods

PREVENTION |  DETERRENCE |  MITIGATION
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Defending Against The Accidental Insider

Encryption
2-Factor Authentication

Training
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Least Privilege
Defense in Depth

Encryption
2 Factor Auth. 

Awareness
Training

ACCIDENTAL OPPORTUNISTIC DETERMINED
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Take Action!

• Understand: not one thing; many things

• Define: threat model, consider insiders

• Apply: prevention, deterrence, mitigation
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Questions?
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