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Content Leaks
Big hacks and malware infections get a lot of press


• Protection against them is vitally important


Less sophisticated patterns of misuse cause a lot of problems


• Damage to media properties


• Cost of cleanup


Mundane leak scenarios


• Observed as most common leak sources for our customers


• Recent focus on improving detection and response
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Leak Related Questions
What is the content?
• Is it cultish or nerdy, or has some anticipated reveal?
• Have you been doing a good job marketing it? Congrats!
• Someone likes it and thinks everyone has to see this thing right away

What controls did we use when we shared it?
• Did we lower our guard?
• On purpose or by accident?
• For what purpose?
• Who are we making it easy for and why?
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Audience for Pre-release Sharing
Notably:

• Press Reviewers

Also:

• VIPs of various kinds

• External team members

• Internal team members doing the sharing

In other words, all kinds of people will have access
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Our Products
• Screeners.com Press screening platform 

• SafeStream Real-time watermarking service and API

• MediaSilo Content sharing workflows and lightweight cloud DAM

• Wiredrive Content presentation workflows and cloud content library

• SHIFT New content sharing and presentation platform
Other Relevant 
Experience

Today's Focus
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Leak Related Questions (cont)

How did the authorized user lose custody?

• Was it shared on purpose? By accident? Without their knowledge?

• Authorized users don't usually pirate it directly

• Sometimes they share it on purpose

• "Oversharing"
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How are they even able to do this?
• They give them the password, "Maybe I'll change it later"

• LET'S ELIMINATE PASSWORDS!
• They forward emails
• They download/rip and share the file
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Thank you!
And remember to share safely

Alex Nauda 
CTO,


