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OTT Consumption is Surging as People Stay Home
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Peak Traffic on Akamai’'s
Edge Platform Doubled Y/Y
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Piracy Targeting OTT Monetization

| The Account Takeover Kill Chain

Credential
Supply Chain

Acquire credentials

O

* Breach or skim site to
steal credentials

* Phish website users

* Purchase list of stolen
credentials on dark web

|

Threats taking advantage of automation to
perform large scale Credential Stuffing

%

* Leverage a botnet to
automate validation

Bot

S

» Validate credentials

against target website

Human |

Threats from human fraudsters performing
targeted Account Take Over attacks

®

Credential Acquisition

Weaponization

Delivery

* Use compromised » Perform fraudulent
account credentials to actions using
login compromised account
Exploitation Action
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2018: Video Media Sees More Attacks than FiServe

Oct 07,2018
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Daily ATO Attempts
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2019: Video Media Attacks Jump 63% YoY

Jun 18, 2019
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is Media so Attractive to Attackers?
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How Common is it?
HBO Go: Kodi traffic > legal traffic

HBO Go and Kodi Traffic 1H 2019
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Impact of Credential Stuffing on the Business

Figure 13. Negative consequences resulting from a credential stuffing attack
More than one response permitted

Application downtime from large spikes in login

|

traffic 67%
Costs to remediate compromised accounts,
including call-center time or manual investigation/ _ 63%

analysis by the security or fraud team
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Top Attack Sources by Country

SOURCE AREA

2019 TOTAL

YOY CHANGE
2018 TO 2019

United States 1,106,075,259 162%
France 393,053,557 407%
Russia 242,801,831 67%
Netherlands 215,858,077 217%
Germany 181,107,515 128%
Brazil 152,389,083 71%
India 150,954,578 -37%
Singapore 137,037,227 142%
United Kingdom 131,931,328 42%
Indonesia 97,448,973 234%
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Top Attack Targets by Country

TARGET AREA

2019 TOTAL

YOY CHANGE
2018 TO 2019

India 2,394,309,395 114%
United States 1,421,345,721 22%
United Kingdom 124,273,711 49,185%
France 75,797,079 3,965%
Germany 66,864,153 561%
Italy 38,248,972 2,870%
Australia 29,949,976 -10%
Finland 6,557,245 606%
Switzerland 2,268,087 162%
China 1,248,276 -95%
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Piracy Targeting Monetization Phase

| The Account Takeover Kill Chain

Credential
Supply Chain

Acquire credentials

O

* Breach or skim site to
steal credentials

* Phish website users

* Purchase list of stolen
credentials on dark web

|

Threats taking advantage of automation to
perform large scale Credential Stuffing

%

* Leverage a botnet to
automate validation

Bot

S

» Validate credentials

against target website

Human |

Threats from human fraudsters performing
targeted Account Take Over attacks

®
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Delivery

* Use compromised » Perform fraudulent
account credentials to actions using
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# of Detected Phishing URLs

CDN-Scale View of Phishing for Customer Creds
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Summary

0,0 Draft (2°%) NIST Special Publication 800-207

Zero Trust Architecture
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