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Data Doesn’t Lie

Media Industry Full of 
Credential Stuffing Attacks

Patrick Sullivan, 
Chief Technology Officer Security Strategy
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OTT Consumption is Surging as People Stay Home
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Piracy Targeting OTT Monetization
 The Account Takeover Kill Chain

• Breach or skim site to 
steal credentials

• Phish website users
• Purchase list of stolen 

credentials on dark web

Credential Acquisition

• Leverage a botnet to 
automate validation

Weaponization

• Validate credentials 
against target website 

Delivery

✔

• Use compromised 
account credentials to 
login

Exploitation

• Perform fraudulent 
actions using 
compromised account

Action

Bot

Threats taking advantage of automation to 
perform large scale Credential Stuffing

Human

Threats from human fraudsters performing 
targeted Account Take Over attacks

Credential 
Supply Chain
Acquire credentials
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2018: Video Media Sees More Attacks than FiServe
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2019: Video Media Attacks Jump 63% YoY
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Why is Media so Attractive to Attackers?
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How Common is it? 
HBO Go: Kodi traffic > legal traffic

https://www.sandvine.com/blog/the-state-of-affairs-a-spotlight-on-video-and-television-piracy-worldwide
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Impact of Credential Stuffing on the Business

Source: Ponemon Institute Total Business Impact of Credential Stuffing
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Top Attack Sources by Country



 © 2020 Akamai | Confidential15

Top Attack Targets by Country
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Piracy Targeting Monetization Phase
 The Account Takeover Kill Chain

• Breach or skim site to 
steal credentials

• Phish website users
• Purchase list of stolen 

credentials on dark web

Credential Acquisition

• Leverage a botnet to 
automate validation

Weaponization

• Validate credentials 
against target website 

Delivery

✔

• Use compromised 
account credentials to 
login

Exploitation

• Perform fraudulent 
actions using 
compromised account

Action

Bot

Threats taking advantage of automation to 
perform large scale Credential Stuffing

Human

Threats from human fraudsters performing 
targeted Account Take Over attacks

Credential 
Supply Chain
Acquire credentials
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CDN-Scale View of Phishing for Customer Creds
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Summary


