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the
ethic l
h c erSecuring the Future of Media & Entertainment

Ralph Echemendia - The Ethical Hacker



the
ethic l
h c er

Securing the Future of Media & Entertainment
Ralph Echemendia - The Ethical Hacker

who are hackers?



NOT HACKERS
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Old School Hacking
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We created the hack-a-thon

It all started with 

capture the flag

•Over 12k participants  
•100+ countries 
•500 life-changing projects

TheGlobalHack.com

http://TheGlobalHack.com


Political

RevengeFame 
Notoriety

Curiosity Industrial 
Espionage

MOTIVES

Financial  
Profit
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Hack.

The values of data.

Tech
Industry

Cyber
Criminals

Sponsored
State

Enforcement
LawIntelligence

$€…
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FAKES and FACTS

hacking IS THE tool for manipulating perceptions.

•Metrics

•People

•Content

Fact them all
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hackers Faking Hackers

The ”Robin sage” Experiment

circa 2009
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even the hackers are FAKES

https://en.wikipedia.org/wiki/Robin_Sage

https://en.wikipedia.org/wiki/Robin_Sage
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every minute over 

people are hacked
2000



Securing the Future of Media & Entertainment
Ralph Echemendia - The Ethical Hacker

the
ethic l
h c er

Script 
Acquisition Development Greenlight Budgeting and 

Funding Casting Location 
Scouting

Crew HiringProduction 
Design

Production 
Scheduling

Principal 
Photography

Dailies 
Processing

Pre-
Visualization

Picture 
Editorial Visual Effects Sound 

Editorial ADR/Foley Composing Music 
Supervision

ScoringSound MixingAudio 
Mastering

Digital Cinema 
PackageAnswer PrintDistribution

Pre-Production Production
Post-

Production Distribution

S
c
r
ipt to

 S
c
r
een

D
A
TA

, D
A
TA

 , FIL
E
S
 an

d
 M

O
R
E
 FIL

E
S



Securing the Future of Media & Entertainment
Ralph Echemendia - The Ethical Hacker

the
ethic l
h c er

Budget Schedule

Contracts

Script

Key Crew Hires

Cast

Contracts

Information at RISK

DATA, DATA , FILES  
and  

MORE FILES
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Location Scouting

Set Construction

Production Office Post Facilities / Workflows

Conceptual Drawings

Information at RISK

DATA, DATA , FILES  
and  

MORE FILES



$1,000,000,000,000 
over ONE TRILLION DOLLARS in annual costs of security 

breaches

The Cost of Hacking
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One Million Cybersecurity  
Jobs UNFILLED

Scarcity

3.5 million cybersecurity 
 job openings by 2021
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Safety.
The condition of being protected 
from harm or other non-
desirable outcomes.  
 
Safety can also refer to the 
control of recognized hazards in 
order to achieve an acceptable 
level of risk.
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Let me show you.

SO. How Safe Are We?
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Not very.
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Not very.
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Innovation
creates opportunity.
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Opportunity
produces Risk.
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Risk
creates Innovation.

Exploiting
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creates
Trust.

Vulnerability
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Detection.
Knowing is half the battle.

AVERAGE DETECTION TIME 

206 Days
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Prevention.
Taking action is the answer.
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Behaviour.
The way in which one acts or 

conducts oneself, especially 
towards others. 

The way in which a machine or 
natural phenomenon works or 

functions.
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Value.
Ethics.

How to use these  
superpowers.
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Thank You

RALPHEZRALPHEZ@RALPHR3M1X @RECHEMENDIA

the
ethic l
h c er

Securing the Future 
of 

Media & Entertainment



RALPHEZRALPHEZ@RALPHR3M1X @RECHEMENDIA

the
ethic l
h c er


