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About Me:
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Director, Cybersecurity Services

R I C H E Y  M AY  T EC H N O LO G Y  S O LU T I O N S

Additional

• GPEN

• GMON

• Pentest+

• Project+

• Security+

• CEH & CEI

Certifications

• CCNA R&S

• CCNA CyberOps

• Pentest+

• CHPA

• Splunk User

• SumoLogic Security

linkedin.com/in/mwylie

twitter.com/TheMikeWylie



About Richey May Technology Solutions
• Cloud Workflow Integration

• TPN Assessments & Readiness

• Vulnerability Scanning & Penetration Testing

• Content Protection Workflow Design
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What’s the industry’s biggest 

security concerns?

Piracy RansomwareSpoilersLeaks



How We Protect The Creative Process

• Security guards

• ID badges

• Door access control

• Wired air gapped networks

• Perimeter firewalls

• CCTV

• IDS/IPS

• Secure file transfer



Here Comes 2020



How We Protect The Creative

• Security guards

• ID badges

• Door access control

• Wired air gapped networks

• Perimeter firewall

• CCTV

• IDS/IPS



2020’s Greatest Threat

Work From Home



2020 Highlights   

• Businesses needed to activate their BCP overnight

• Industries like M&E implemented new remote workflows 

• Computers moved from secure facilities to employee’s 

dinning room tables

• NFL opted for a remote draft

• Thousands of COVID-19 domains registered daily

• Mass phishing campaigns reek havoc 



2020 Brings New Risk

• WFH with roommates and kids

• Insecure WiFi networks

• No network firewalls

• No IDS/IPS

• No central logging

• VPN and remote desktop usage at an all-time high

• Sensitive conversations and screen sharing over Zoom
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Securing Creative in the 

Year of Breaches



Next Steps

• Prevention is ideal, detection is a must

• Secure the endpoint as a new perimeter

• Develop a COVID-19 exit strategy

• Sheep dip computers

• Threat hunting

• Evaluate CCTV effectiveness with masks

• Improve your remote security architecture (DS-3.2)

• Keep current with the latest COVID-19 related threats 



Know The Enemy

COVID-19 Real-Time IOC Tracker:

https://bit.ly/RMTS-COVID19

• 78,559 Unique URLs

• 15,685 Unique IP Addresses

• 33,845 Unique Domain Names

• 113 Unique Email Addresses

https://bit.ly/RMTS-COVID19


Know Yourself

• Review policies and procedures 

• Endpoint Detection and Response (EDR)

• Continue to deploy and test security awareness training

• Attend an event to learn more about securing the creative

• RMTS Hollywood Cybersecurity (Virtual) Roundtable

• Securely Connecting a Stay at Home Workforce (webinar)

• Developing a COVID-19 Exit Strategy (webinar)

• Consult with an RMTS Certified TPN Security Consultant



Thank You!

MICHAEL WYLIE 

TWITTER: @THEMIKEWYLIE

LINKEDIN: LINKEDIN.COM/IN/MWYLIE

WWW.RICHEYMAYTECH.COM 


