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Continuous Cloud Security Monitoring (CCSM)



Quarantining your Cloud: The Return of COVID-19
“The COVID-19 pandemic may give businesses the jolt they need to move [to] 
cloud computing” – Forbes

Content owner’s concern with “The Cloud”:
• 2019 – Capital One (~100m records)

• 2020 – MGM Resorts (~10.6m guest records)

• 2020 – Telegram (~42 million records)

Sources: logmeonce.com & forbes.com



The cat’s out of the bag now



The cat’s out of the bag now

Office: 11% 

Home: 44.15%

Hybrid: 44.89%



CDC: "A COVID-19 outbreak could last for a long time in your community.” 

(07/01/2020)



Quarantining your Cloud: The Return of COVID-19
Continuous Cloud Security Monitoring (CCSM)



Continuous Security Monitoring (CSM)

CONTINUOUS SECURITY MONITORING (CSM)

• Strategy

• Ongoing automated detection and 
response to cyber threats

• Continually reassess security posture

• Keeping up with changing threat and 
vulnerability landscape

• Provides increased visibility

• Goal of timely incident detection

• Focus on data at rest



Dwell Time 
(time from breach to detection)

Source: FireEye's Mandiant M-Trends 2019 report



Alert Fatigue is Real





How would you build a defensible fortress?

Source: q-files.com



Defensible Agra Red Fort

• High thick walls with archers
• Draw bridges
• Water moat with crocodiles 
• Dry moat with tigers
• Layered corridors for trapping intruders
• Sloped upwards towards the inner circle
• Narrow hallways with rolling boulders
• Hot/boiling oil poured into hallways
• Controlled ingress/egress points

Source: travel.in



Normal or Evil

• New instances are spun up at 3AM in South Korea. Normal or Evil?

• 50 new instances don’t have names or tags. Normal or Evil?

• A cloud account spins up 100 new servers. Normal or Evil?

• Cloud bill tripled last month. Normal or Evil?

• 10 failed root login attempts. Normal or Evil?

Without a Defensible Cloud, We’ll Never Know.





HoneyPot

• The first public honeypot was Fred Cohen's Deception ToolKit in 1998
• "intended to make it appear to attackers as if the system running DTK [which had] a large 

number of widely known vulnerabilities“

• Decreased number of false positives

• Requires less data collection

• Great way to create actionable high fiddley alerts

• Canned Example: Open Canary

• DIY Example: HoneyBucket



Think Detection

• If you only use cloud resources in the U.S., setup alerts on any resources used 
in non-U.S. regions

• Use inventory control and tag cloud resources 
• If your monthly bill averages $3k, set a billing alarm for $3.3k
• If 10 failed logins is normal for your users, set alerts from failed logins sourcing 

from different IP addresses / late at night / quick intervals
• If your cloud usage is the wild west of security, implement cyber deceptive 

• HoneyTokens

• HoneyBuckets

• HoneyUsers
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