
End to End Security 
for a Distributed 
Workforce

LEADERS IN THE IDENTIFCATION, ASSESSMENT & MITIGATION OF RISK

Dave Loveland, CISSP, OSCP, CRT, CPSA. Cloud Security Architect
Mathew Gilliat-Smith, EVP



How are working  
practices changing?

• Adjusting to new working practices

• Increased use of VPN

• Rapid upscaling of capability

• Temporary fixes need more 
permanent solutions

• The need to consider next 
generation tools in order to better 
enable a distributed workforce e.g. 
SaaS or PCoIP



Collaborative Applications 
Transition to Distributed 
Workforce

• Examples of New Applications 
• Collaborative scripting 
• Cloud based synchronisation
• Dubbing Apps for remote editing 

• So how do vendors take this step and 
do it securely?

Script Collaboration

Synchronized Viewing

Dubbing Apps



Embracing SaaS 
Solutions Securely

• Can I assume that the SaaS 
service is secure?

• What can I look for to establish 
if the service is secure?

• Other certifications already 
held may be relevant here



Remote Visualisation 
Solutions via 
On-Prem or Hybrid 
Cloud

• This type of tool is becoming more prevalent for 
the distributed workforce as it offers 
comparable levels of performance with a high-
end workstation.  

• Is the solution secure by default?

• In this scenario, security is the full responsibility 
of the user (vendor)

• Key security considerations are:



Remote Workstation 
Solutions Leveraging 
Cloud (PaaS)

Distributed working  solutions leveraging cloud 
(PaaS)

• Secure by default?
• Be aware of the PaaS shared responsibility model, 

you will be responsible for:
- Security of the cloud environment
- Security of the virtual workstation



Remote Workstation 
Solutions Leveraging 
Cloud (PaaS)

Suggested Guidance for the Cloud environment

Suggested Guidance for the Virtual Workstation



In Summary
• Next generation of tools offer real 

benefits

• Security is not necessarily there by 
design

• Get some assurance that they have 
been configured or are being 
operated securely

• Remember to securely 
decommission any temporary 
solutions

• Make sure your team are aware of 
their obligations for distributed 
working
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