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Akamai’s Approach to Tackling Content Piracy

PROTECT DETECT ENFORCE

Intelligence & Cooperation

A 360º security posture to combat piracy 
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Multi-Day Live Event
● Token Sharing 

● API DDoS Attack

● Geography Spoofing

● Modified APK (Android Package)

● Credential Stuffing

● Social Attacks

● Rebroadcasting
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KEY PRODUCTS
Threat Protection► Enterprise Threat Protector

Identity & Application Access► Enterprise Application Access, Kona Site Defender 

Credential Abuse ► Bot Manager Premier, Kona Site Defender

Content Protection► Adaptive Media Delivery: Media Encryption, Enhanced Proxy

Detection, Access Revocation, Watermarking

Monitoring ► Broadcast Operations Control Center

Enforcing the 360 
security posture
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https://www.akamai.com/us/en/resources/cloud-hosting.jsp
https://www.akamai.com/us/en/our-customers/customer-stories-shop-direct.jsp
https://www.akamai.com/us/en/products/media-delivery/adaptive-media-delivery.jsp
https://www.akamai.com/us/en/products/media-delivery/download-delivery.jsp
https://developer.akamai.com/api/web_performance/script_management/v1.html
https://developer.akamai.com/ion/adaptive-acceleration
https://www.akamai.com/uk/en/campaign/image-manager-video.jsp
https://www.akamai.com/uk/en/campaign/image-manager-video.jsp
https://www.akamai.com/us/en/products/performance/cloudlets/?gclid=CjwKCAjwvOHzBRBoEiwA48i6AkHWjzfYuOo58vaRZmgCoKni6sq_ZdtK6iFzHW1nAS5zW8G1nnf_nxoCjUcQAvD_BwE&ef_id=CjwKCAjwvOHzBRBoEiwA48i6AkHWjzfYuOo58vaRZmgCoKni6sq_ZdtK6iFzHW1nAS5zW8G1nnf_nxoCjUcQAvD_BwE:G:s&utm_source=google&utm_medium=cpc
https://www.akamai.com/us/en/products/performance/api-gateway.jsp?gclid=CjwKCAjwvOHzBRBoEiwA48i6ArBjWTmo7GsvgIEoj-l6kgeHBC1uKZv1vf1xOPCwilGVcFTqFeKr1hoCodMQAvD_BwE&ef_id=CjwKCAjwvOHzBRBoEiwA48i6ArBjWTmo7GsvgIEoj-l6kgeHBC1uKZv1vf1xOPCwilGVcFTqFeKr1hoCodMQAvD_BwE:G:s&utm_source=google&utm_medium=cpc
https://www.akamai.com/us/en/products/media-delivery/media-content-security-solutions.jsp
https://www.akamai.com/us/en/products/media-delivery/media-services-live.jsp
https://www.akamai.com/us/en/products/performance/datastream.jsp
https://www.akamai.com/us/en/products/media-delivery/media-analytics.jsp
https://www.akamai.com/us/en/products/performance/mpulse-real-user-monitoring.jsp?gclid=CjwKCAjwvOHzBRBoEiwA48i6AlkvF7eqNfZAt7A361KrLhza7LCeBcpUcwDkiVxecAL8Ogy2U_9A-xoC0I4QAvD_BwE&ef_id=CjwKCAjwvOHzBRBoEiwA48i6AlkvF7eqNfZAt7A361KrLhza7LCeBcpUcwDkiVxecAL8Ogy2U_9A-xoC0I4QAvD_BwE:G:s&utm_source=google&utm_medium=cpc
https://www.akamai.com/us/en/products/performance/cloudtest.jsp?gclid=CjwKCAjwvOHzBRBoEiwA48i6Ajv5zm_QKdOgxliGFZhuddR97FNBK3aHeeqZ8Wfou90FadhnngTPQxoCnlEQAvD_BwE&ef_id=CjwKCAjwvOHzBRBoEiwA48i6Ajv5zm_QKdOgxliGFZhuddR97FNBK3aHeeqZ8Wfou90FadhnngTPQxoCnlEQAvD_BwE:G:s&utm_source=google&utm_medium=cpc
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I hope this was helpful!!

Mark H Barron
Principal Media Solutions Specialist
Media and Carrier Division
mhbarron@akamai.com  

https://www.akamai.com/us/en/multimedia/documents/white-paper/inside-the-world-of-video-pirates.pdf

mailto:mhbarron@akamai.com
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Your Move


