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2030 Vision — Principle 6

“EVERY INDIVIDUAL ON A PROJECT IS IDENTIFIED AND
VERIFIED AND THEIR ACCESS PERMISSIONS EFFICIENTLY
AND CONSISTENTLY MANAGED”




Current Model Driving Enterprise Identity and
Access Mahagement
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Future of Identity and Access Management

Cloud is a global
production
resource outside
of facilities’
infrastructure

Production hub where all assets live with access
provisioned for all production users
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PUID Functions

Information Repository

Function: holds or links to

information about each

PUID user

 Some data may be PII*

e Some data may need to
be trustworthy

*Pll = Personal Identifiable Information

Orthogonal

Functions

IDM System

Function: Real-time

authentication at login

 Password, MFA,
hardware token,
biometric

PUID

Single ID for each
Production User
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PUID Information Repository Considerations

Trusted data must be verified, and record kept how/when it was

Is any data trusted? -
y verified

Who curates information? Options include the user, studios, production, guilds

Privacy and regulatory issues must be addressed (e.g., GDPR** carries

Does data include PII*? . : . :
severe penalties for unauthorized disclosure of Pll, CCPA compliance)

*Pll = Personal Identifiable ** GDPR = EU’s General Data
Information Protection Regulation
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PUID IDM Considerations

Observation Consequence

Studio or production not likely to delegate all user

authentication to the PUID IDM system

* PUID users may be in both studio and PUID IDM
systems

* Not all employees will be in PUID IDM system

Studio not likely to store (or rely on) authorization
information in the PUID IDM system

Studio or production will need a front-end system
that determines whether to delegate
authentication to PUID IDM

Studios or production will need a back-end system
that determines authorization for authenticated
users
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Context uses studio IDM

Users attempts
tologintoa
device

Log-in front-end

Studio IDM system

User authenticated

User authentication
failed

Context uses PUID IDM

PUID IDM system

Studio authorization

system

Login approved
or denied

User authenticated
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