
Protecting Sensitive Data 
with Context and 
Perfect Recall



● Prevents creation of new memories

● Prevents event recall from just 
moments before

● Prevents understanding of where, 
why, and context surrounding 
current situation

Lenny’s “Condition”



How DLP Works

● Inspects Content at Egress

● Sensitive Data

● Action – Blocking



Top 5:
+ False Positives (& FN)

+ Time-Consuming

+ Solution Complexity

+ End User Impact

+ Ineffective 

“I would rather turn DLP off.”

Data 
Protection 
Challenges



Every piece of data 
has a story

Dynamic Data Tracing 
tells the WHOLE story



Tracking Data Lineage Inside a 
Modern Enterprise

Bob from HR 
exports
Report.xlsx with 
salaries
details from 
Workday 

Bob shares 
Report.xlsx with 
the HR team via 
Box

Alice inserts a 
chart from 
Report.xlsx into 
her presentation 
Q1.pptx

Alice sends 
Q1.pptx in an 
email to the HR 
team

Eve copy-pastes 
from
an email 
attachment
she received to 
WeChat

ALERT:
Company 

salaries data 
from Workday
is exfiltrated



Using Data Lineage for Data Protection

EDUCATE

Improves security by 
educating users on 
data handling with 
in-context alerts

IDENTIFY

Accurately classifies 
data based on 
context and perfect 
recall: provenance, 
people, and content

TRACK

Automatically tracks all 
data, data copies and 
derivatives across the 
organization

PROTECT

Protects all classified 
data in known and 
unknown locations 
with escalating 
enforcement actions



● Prevents creation of new memories

● Prevents event recall from just 
moments before

● Prevents understanding of where, 
why, and context surrounding 
current situation

Lenny’s “Condition”



● Content

● Context & Perfect Recall

○ Origin

○ Creator

○ Save Location

○ Consumer/Group

○ Egress Location

Protecting PII



● Content

● Context & Perfect Recall

○ Origin

○ Creator

○ Save Location

○ Consumer/Group

○ Egress Location

Protecting IP



Memory, Context & Perfect Recall



Benefits of 
Dynamic Data Tracing

● Context and perfect recall result in greater accuracy 

● Comprehensive coverage and visibility into all data 
use, activity & movement

● Supports growing cloud use and WFH

● Encryption agnostic – inspects before encryption

● Simple, SaaS-based solution


