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The Four Levels of Strategic Engagement
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The Four Levels of Cyber War
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Cyber Security Grand Strategy: Prevent Data Breaches
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TRUST
is a dangerous
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Zero Trust Design Concepts
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1. Who the President is…

2. Where the President is…

3. Who should have access 
to the President…
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5 Steps to a Zero Trust Environment
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1. Define your Protect Surface 

2. Map the Transaction Flows

3. Architect a Zero Trust Environment

4. Create Zero Trust Policy

5. Monitor and Maintain the Network
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Who What When Where Why How

User ID Application ID Time 

Limitations

Device ID Classification Content ID

Auth type System Object Data ID Threat Protection

Workload SSL Decryption

Geolocation URL Filtering

Wildfire

The Kipling Method of Zero Trust Rule Writing
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Cloud: 

IF Who (UID) = Sales, What (AID) = Salesforce, When (TOD) = Working Hours, Where (LOC) = US, Why 

(CLASS) = Toxic, How (CID) = SFDC_CID, THEN Allow.

On Prem: 

IF Who (UID) = Epic_Users, What (AID) = Epic, When (TOD) = Any, Where (LOC) = Epic_Srvr, Why 

(CLASS) = Toxic, How (CID) = Epic_CID, THEN Allow.



Zero Trust Learning Curve
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