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Abstract: Are your information 
security practices reasonable? 

Shortcomings may result in content 
leaks or poor Trusted Partner 

Network (TPN) assessment results, 
and now may also increase the 

risk of financial losses due to the 
California Consumer Privacy Act 

(CCPA). We describe cybersecurity 
nonprofit SecureTheVillage’s 

Minimum Reasonable Information 
Security Practices and how it 

provides a foundation for efforts to 
reduce business information risk.

How to Know Your Organization is 
Implementing ‘Minimum Reasonable 

Information Security Practices’

A
s a consequence of the 2018 
California Consumer Privacy 
Act (CCPA), chief informa-
tion security officers in and 

out of the entertainment industry are being 
called upon to assure their management and 
boards that their organization’s informa-
tion security practices are “reasonable,” i.e., 
that security procedures and practices are 
reasonable to protect the information being 
secured.

The concept of “reasonableness” goes to 
the heart of the Trusted Partner Network 
(TPN) program as well. A vendor having 
a TPN assessment should reassure a studio 
that security procedures and practices are 
reasonable to protect the content being 
secured.  

But just what are “reasonable informa-

tion security procedures and practices?” 
What is reasonable for a major studio whose 
server contains the full 137 minutes of its 
highly-anticipated franchise release is differ-
ent from what is reasonable for a small VFX 
house whose servers contain three minutes 
of a low-budget indie movie. It’s clear that 
there’s no one-size-fits-all.

Recognizing that reasonableness can vary 
for different organizations and looking at 
the reasonableness question through the 
lens of the CCPA, cybersecurity nonprofit  
SecureTheVillage asks: Are there a mini-
mum set of information security practices 
that a company must implement and main-
tain for it to claim that it has reasonable in-
formation security procedures and practices?

We believe the security practices summa-
rized here are a minimum set of information 

By Dr. Stan Stahl, President, SecureTheVillage; Ilanna Bavli, President, Eleven/11 Counsel and 

Strategy; George Usi, Founder, Co-CEO, Omnistruct;  

and John Coleman, CISM, Senior Associate, AuditOne

Reasonable security procedures differ between major studios and smaller facilities. 
But some basic standrds must be met.
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security practices that a company (subject to 
CCPA) must implement and maintain for 
it to claim that it has reasonable informa-
tion security procedures and practices.

The security practices described here are 
designed to be a floor: If you are not doing 
these things, then you are unlikely to have 
reasonable information security procedures 
and practices¸ regardless of your size or the 
type of content or data you are attempting 
to secure.

Most definitively, SecureTheVillage is 
not claiming that a company that imple-
ments these minimum practices has reason-
able information security practices. We’re 
simply saying that a company’s failure to 
implement these practices is highly likely to 
be prima facie evidence that the company’s 
information security procedures and prac-
tices are not reasonable.

Objectives of   
SecureTheVillage 
SecureTheVillage brings together the informa-
tion security community as a force multiplier 
to help it better understand and manage the 
cybercrime and privacy challenge. We orga-
nize the community in order to mobilize what 
we call Cyber Guardians. These are people 
and organizations with the knowledge, skills 
and commitment needed to meet the ongoing 
challenges of cybercrime, cyber privacy and 
information security.

Recognizing that it takes a village to 
secure us all, SecureTheVillage leadership 
council members are aligned professionals 
with a commitment to assist in improving 
security capabilities, a desire to grow and 
expand the cybersecurity community, a pas-
sion for giving back, and a make-it-happen, 
results-driven attitude. We intend to scale 
and cascade the village concept throughout 
California and beyond.

SecureTheVillage developed its Min-
imum Reasonable Information Security 
Practices for the community in order to sig-
nificantly improve the information security 
capability of everyone involved, to encour-
age all of our organizations to meet — at the 
very least — minimum reasonable practices. 

Our primary motivation has been to 
provide meaningful operational guidance 
to those organizations needing to meet a 
standard of reasonableness. More generally, 
we see Minimum Reasonable Information 
Security Practices serving as: 

n A straw man in community dialog over 
what might constitute reasonable information 
security practices and what might not.

n A baseline for companies to use in designing 
their own information security procedures and 
practices.

n A guide for attorneys to use in advising 

their clients on managing the legal risks of 
CCPA, other laws and regulations, and con-
tractual agreements (like the payment card 
industry).

n A guide for insurance providers needing to 
assess the information security reasonableness 
of policy holders.

n A guide to financial institutions in evaluat-
ing their exposure to an information security 
incident of a customer.

Pointing the way 
SecureTheVillage relies extensively on sev-
eral frameworks and standards as pointing 
the way toward what might constitute rea-
sonable information security procedures and 
practices:

n The National Institute of Standards and 
Technology (NIST) cybersecurity framework 
is a logical contender for what constitutes rea-
sonable information security, one that provides 
a top-down perspective of information security 
management based on five core functions: 
identify, protect, detect, respond and recover.

n The Center for Internet Security’s (CIS) 
Critical Security Controls (CIS-20),  another 
logical contender for what constitutes reason-
able information security. In California’s 2016 

“Data Breach Report,” then-attorney general 
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Kamala Harris wrote: “The 20 controls in the 
Center for Internet Security’s Critical Security 
Controls define a minimum level of informa-
tion security that all organizations that collect 
or maintain personal information should meet. 
The failure to implement all the controls that 
apply to an organization’s environment consti-
tutes a lack of reasonable security.” 

n Like the CIS-20, the New York State 
Department of Financial Services’ Cyberse-
curity Requirements for Financial Services 
Companies covers operational requirements 
that provides reasonable information security 
procedures and practices. 

n Companies certified compliant with the 
International Standards Organization (ISO) 
family of standards likely meet the threshold 
of reasonable information security procedures 
and practices.

Key elements for reasonable 
security
The following summarizes nine key elements 
constituting Minimum Reasonable Infor-
mation Security Practices, as we see it:

n Information security management: The 
organization manages its information 
security by means of a formal documented 
Information Security Management pro-
gram. The information security manager 
is an executive or reports to an executive. 
The program is designed to protect the 
confidentiality, integrity and availability 
of information in accordance with com-
mercially reasonable information security 
management standards appropriate for a 
company with its security-risk profile and 

the security-risk profiles of others whose 
information it manages.

n Information security subject matter exper-
tise: The organization utilizes appropriate 
information security subject matter expertise, 
with either a Certified Information Systems 
Security Professional (CISSP) on staff, or is 
utilizing one through an ongoing consulting 
relationship.

n Security management of sensitive and pri-
vate information: The organization formally 
identifies, documents and controls access to 
sensitive and private information — includ-
ing content — in accordance with laws, regu-
lations, contractual obligations, and in accor-
dance with its own fiduciary responsibilities.

n SecureTheHuman: The organization has 
an active awareness training and education 
program to turn personnel into Cyber Guard-
ians.

n Security management of the IT interface: 
All access to the organization’s network is 
protected in accordance with documented 
procedures, based upon the CIS-20. This in-
cludes user identification and authentication, 
account creation and removal, email, access to 
cloud servers, etc.

n Security management of the IT infrastruc-
ture: The organization formally manages the 
security of its IT infrastructure in accordance 
with documented standards based upon the 
CIS-20. This includes security architecture, 
vulnerability and patch management, end-
point and network security, documentation, 
logging and review, encryption, etc.

n Third-party security assurance: The 
organization follows a formal documented 
process to manage the risk associated with 
sharing information — including content 

— with third parties. This includes follow-
ing documented standards based upon the 
CIS-20 to ensure the security of third parties 
having access to information or information 
systems, including vendors, distribution and 
promotional partners, solution providers, 
cloud service providers, backup/recovery 
systems, etc.

n Information resilience: The organization 
develops, maintains, and tests incident re-
sponse plans and business continuity plans. 
This includes training staff to meet their inci-
dent response or business continuity responsi-
bilities and maintaining relationships with 
law enforcement and other professionals likely 
to be crucial should an incident or disaster 
occur.

n  Information security governance: The or-
ganization meets at least quarterly with execu-
tive management to review the organization’s 
information security profile.

 
Future plans 
SecureTheVillage’s Minimum Reasonable 
Information Security Practices is a work-
in-progress, and our approach considers a 
community-wide effort to get our collective 
arms around reasonable information securi-
ty practices.

Being “reasonable” with our industry’s 
security procedures and practices begins 
with looking at the standards already out 
there, and anticipating what’s going to be 
needed in the future. n
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The concept of ‘reasonableness’ goes to the heart of the Trusted  
Partner Network (TPN) program. A vendor having a TPN assessment 
should reassure a studio that security procedures and practices are  
reasonable to protect the content being secured.  




