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These are the top use cases our clients are focused on

Reduce the risk of business
disruption and ransomware

Insulate business from ransomware
Enforce least privilege access
Discover risky user behavior

Preserve
customer privacy

Simplify and secure user onboarding
Manage user preferences and consent
Enforce privacy regulation controls
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Reduce the risk of
insider threat

Enforce least privilege access
Discover risky user behavior
Embed threat intelligence

Protect the
hybrid cloud

Manage and control all accesses
Monitor cloud activity and configurations
Secure cloud native workload

Secure the
hybrid workforce

Secure BYO and unmanaged devices
Eliminate VPNs
Provide passwordless experiences



Cyberattacks are a top cause
of business disruption, with
ransomware leading the way

$1.59M

portion of data breach costs attributable to
lost business (38%), including business
disruption, system downtime, lost
customers and reputation losses.”

23%

of all security attacks in 2020 were the
result of ransomware, up 15% from
2019.2

20%

Share of breaches initially caused by
compromised credentials, the most
common initial attack vector.t

Double Extortion:

Occurs about 60 percent of
the time attackers couple
ransomware with stealing
data

Ransomware pays:

We estimate Revil alone
earned $120m, trending to
a billion-dollar business

Shift to
Ransomware-as-a-S
ervice:

Affiliate or franchise
operations, enables
multiple infection vectors
using the same
ransomware

Incidents are
taking longer to
remediate:

Trending to 400+ hours in
2021

Ransomware is an organized cybercrime activity
that is on the rise and continuing to evolve

11BM Security Cost of a Data Breach Report 2021
2IBM Security X-Force Threat Intelligence Index 2021




Understanding the attack chain is critical for preparation,
protection, and prevention
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Ransomware attacks are highly sophisticated and can go undetected for weeks or months




There are many individual controls that can be applied to enable
protection and improve detection...

Perform Escalate

Identity and Access Management

Endpoint
Network
Cloud and Infrastructure

Applications and Workloads

Data

Security Operations
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...However, no single tool can holistically solve the challenge of
business disruption.
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It demands open integration across security and IT domains.
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Assessing your Maturity

Enforcement

Detection and
Response
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Ad-hoc

Rudimentary security
controls exist in some
places

Remote workforce
connectivity isn’t
organized in a structured
way.

VPN without additional
measures or peer-to-peer
RDP connectivity.

/

Repeatable

Basic security controls are
in place but in siloes

VPN used for most of the
remote connectivity

2FA authentication for
power users

Internet traffic still
backhauled to data center
for inspection

e——— Foundational ]

Zero Trust

e

Optimized

Architecture with central
policy engine enables
integrated decisions
across planes and
security domains to grant
or deny access

« All SASE capabilities core
building blocks for
network security
throughout organization

« Integration with IAM and
XDR platforms
automated bi-directional

« Security alerts affect
sessions

« AI & ML capabilities
improve security and
end-user experience.




A roadmap for no matter where you are

1,2

Getting started (Prepare)

Where do I begin?

Identifying high-value assets and
enabling recovery.

Solutions may include:

— Discover, classify, record high-value assets
and enable MFA for access

- Use arisk-based approach to
strengthening security posture

- Define a cyber resiliency (backup /
recovery) plan

- Segment, limit, continuously assess need
for access

- Rehearse incident response through
adversarial simulation exercises, pen
testing, etc.

— Educate personnel on cyber security and
incident response

— Implement Vulnerability Scanning & Patch
Management
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3,4
Intermediate (Protect)
How do I advance?

Early detection and accelerated
response.

Solutions may include:

— Enable enterprise-level visibility by
monitoring high value assets for suspicious
access activity

— Deploy a threat intelligence driven
full-fledged EDR solution across endpoint
and server systems

— Enable Al-based detection and response
(rule/ML, IoC/IoB)

— Enforce least privilege access and
mandatory PAM access control for high
value assets

— Enforce minimum patch levels & security
standards on devices accessing the network

5

Advanced (Prevent)
How do I excel?

Reducing the attack surface.

Solutions may include:

- Reduce attack surface with
micro-segmentation, rule optimization, and
enforcement

— Ensure risk-centric protection with
capabilities like adaptive authentication

— Achieve continuous detection and
automated response with extended
detection and response (XDR)

— Enable automated response and recovery
capabilities

— Infuse lessons learned into DevSecOps to
improve config and threat management

— Continuous testing of our security controls
through automation
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Cyber Resiliency strategy and controls must be in place, across the

enterprise, to mitigate the impact of a breach

Definition Resiliency Area

Stakeholders
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Cyber

Resiliency

Understanding,
Planning for and
Responding to
Cyber Threats and
Incidentsina
manner that
minimizes impact to
critical systems

CTo

CIO

CISO

CRO

CDO

BC/DR Lead

oooooo

ooooo

Technology

Resiliency

Understanding
Technology and
relationships and

building and testing
redundance,
capacity, and
recoverability

CTO
CIO
CDO
CRO
BC/DR Lead

IBM OPERATIONAL RESILIENCY FRAMEWORK

Incident
Management

Detection, Analysis
and coordinated
response to
enterprise incidents
impacting business

continuity
0 BC/DR Lead
] Head of
Incident
Response

Business

Continuity &

Disaster
Recovery

Creation,
Maintenance &
Testing of Business
Continuity and
Disaster Recovery
Plans

BC/DR Lead
CTO

CIO

BU Lead

oooo

Business
Process
Resiliency

Understanding and

documenting critical

business processes
and relationships
and determining
ways to mitigate
adverse impact to

processes
o [ele]e]
0 BU Lead
o BC/DR Lead

oooo

People

Resiliency

Understanding
people assets,
creating resourcing
models to ensure
continuity of
operations and
ensuring critical HR
functions remain
viable

coo
CPO
Head of HR
BC/DR Lead

Crisis
Management
& Comms.

Identification of a
Crisis and
coordination of
crisis response to
include Crisis
communication with
key internal and
external
stakeholders

0 BC/DR Lead

0 Head of Crisis
Mgmt.

0 Head of Corporate
Comms.

0 Legal

Intograte

Enterprise
Risk
Management

Having a resiliency
capability that
considers risk to key
applications and
systems

CRO

Ccoo

CT0

CI0

Head of Audit &
Compliance

ocoooo

Enterprise Data



Having the right data resiliency is Copy Separation:
Create a structure of data separation across multiple

critical to meeting recovery ObjectiVeS  iayersandservicesincluding

Copy Services
Backup Services
Cold Data Vault with Air Gap - Separation of security controls

(tape) ‘

Immutability & Access Isolation:

RPO - RTO

WORM Data Archives Create a structure of data isolation multiple layers
(write once, read many) . and services including
- Air Gap
- Non-erasable / Non-rewritable Storage
. - Cold Storage / Object Storage
I()I:ct:: : 2 SII: :"egf NENR Data Archives - Data Vaults
‘ (object / disk storage) - Isolated Infrastructure
St:;aaii: :tsse d . Cyber Resilience:
(local & isolated) Backup enabled Snapshots Requires short- and long-term retention capability
. ecallslEelated) High snapshot frequency & fastest restore for
. short-term recovery

Policy Governed Application Aware Snapshots (local & isolated) RPO policy governed snapshot frequency for

_ long-term retention and fast recovery

Data Accessibility Temperature
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Exercise our new capability
Detecting, responding, and recovering from ransomware

@ Malicious file downloaded Al identifies anomalous Impacted data

and begins propagation behavior and recommends sources are identified L.
SOC analyst actions and restored | POST-II‘!CIderII.t causal
End user visits new /) A A 7 _ /[ lo\ anawsis, policy
phishing website /- A N4 J QT/ :lpqa.tes, 20| Ve
Endpoint and network Automation playbooks BININE
telemetry shared with XDR quarantine infected devices,
solution access and micro-segmentation
policies adapted for containment
Challenges Solutions Benefits
« No good baseline for what “normal” INSIGHTS - Faster identification and
activity looks like to aid in detection - Endpoint protection solutions to ensure updated containment limits business
operating systems and applications and ability to .
. o quarantine infected endpoints and systems Impact
« Containing an attack after initial o
. 2 . . Vulnerability management to patch systems )
identification is manual and disruptive « Adaptive access control
, ENFORCEMENT policies allow for more
+ Incident response plans are not well «  Micro-segmentation to restrict lateral movement targeted response
understood or rehearsed in order to be « Adaptive access to block malicious access
launched and carried out by the teams « Immutable backups are
" y DETECTION & RESPONSE i en and orot '? i
responsible - Data resilience solutions to automate the restoration of ! .en an prp e.c edfor
) ] critical data resources business continuity
* Restoring data from backups is  Extended detection and response (EDR, NDR, SIEM,
time-consuming, manual, and error prone SOAR, and UEBA) to detect anomalous behavior via « Enables recovery in hours
e e o integrated telemetry and automate response rather than weeks

« Threat intelligence to quickly identify known attacks



Capabilities are only one part of
the equation —you need a
battle-tested incident response

pla
Simulate an attack

—g—
&) Test your processes

n
Lﬂ Test your team

anry

~oX— Improve your responses
N
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IBM iIs helping our clients address ransomware and working
across the industry to build best practices

200

Ransomware-specific incident responses in 2020-21

150 107

Ransomware related threat
reports

50B 10M

Categorized URLs

APT hives analysis

Spam analysis per day

250B 1B

Security events analyzed per day Malware indicators
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IBM X-Force Threat
Intelligence Index

The definitive guide
to ransomware:
Readiness, response,
and remediation

COVID-19 provided Cybercrimina It
opportunity for threat  moving to the 4
actors

A prescriptive approach to ransomware
attacks and insight into powerful risk
mitigation techniques

NCCoe

CA

OPEN
CYBERSECURITY
ALLIANCE

@

THE WHITE HOUSE
WASHINGTON
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IBM has leading technology, services, and a partner ecosystem™
to help address disruption & ransomware

* Cyber Risk
+SOAR « Threat Security
@ 18M Security QP cybereason i vicrosoft <EDR Analytics Operations
MaaS360 . CROWDSTRIKE P Defender <UEBA “Vulnerability
* Endpoint Protection @ Network Managément
« Unified Endpoint Management @ @ IBM Security @ RiskLens
Business + Mobile Threat Management QRadar Otenable
Users «Single Sign-On @ _
« Multi-factor Authentication @1)@ * Encryption
« Adaptive Access - - Secure Web Gateway » Key Management
» Email Filtering * Activity Monitoring
@ 1BM Security « Data Resilience
Verify * Remote Browser Isolation
Privileged «Privileged Access @_ * DNS security s IR fouchio
Users Management Copy
@ el §ecurity "‘Ucu“c/ @ I?(TF?):EZI-“Y f;)zscaler « Identity Governance
Verify I Exchange proofpoint. « Cloud Infrastructure < Identity
a CYBERARK % paloalto Entitlements Management

@ IBM Security

@ Verify

@ IBM Security Micro-segmentation X illumio

Zero Trust Acceleration Services Hybrid Cloud Workloads
Ransomware Readiness Assessment

Risk Quantification Services

Incident Response Retainer
X-Force Threat Management H Data C/\) TaaS

Center E and PaaS
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Questions?




Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity
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