
App & Cloud Security Controls Framework 



Community 
Building across an ecosystem of content, software, and cloud

• Major content owners, creators and brands 

• Major cloud platforms and software vendors 

• Production, post, distribution services 

• Native cloud software vendors and integrators 

• Automated compliance and governance tools



Overall TPN aims 
Improved content security in studio supply chain

• Common control set 

• Efficient operations 

• Shared audit reports for studios 

• Reduced costs for vendors 

• Global talent pool for auditors 



New challenges
Paradigm shift in media & entertainment

• Audience and revenues moving online 

• Consolidation of digital production, post and distribution 

• Rapid shift to cloud-based workflows 

• Broader constituency across M&E supply chain 

• New skills and security culture required



THE EVOLVING M&E INDUSTRY APPROACH

GUIDANCE INDUSTRY ALIGNMENT REGULATION

GUIDELINES, PROGRAMS & COMPLIANCE

https://www.motionpictures.org/what-we-do/
safeguarding-creativity/additional-resources/

#content-protection-best-practices
BEST PRACTICES - UPDATED 11.11.20



7000+ vendors in ecosystem

STUDIOS & BIG TECH 
Expertise, motivation, resources

Secure the global media supply chain 

Top       1%

SMALL VENDORS 
Less security focus, minimum compliance, 

seen as high cost to business

Key Program Aims 
- Continuity, mapping against solid foundations of MPA & TPN, 

extended into software driven cloud domain 
- Reduce audit costs for vendors and increase consistency of 

audit for content owners 
- Reduce controls editing effort, who needs more custom controls 
- Continuous self-audit is essential, software changes fast! 



Control framework
Open standards 

CSA harnesses the subject matter expertise of industry practitioners, associations, governments, and its corporate and individual members to offer 
cloud security-specific research, education, certification, events and products. CSA’s activities, knowledge and extensive network benefit the 
entire community impacted by cloud — from providers and customers, to governments, entrepreneurs and the assurance industry — and provide a 
forum through which diverse parties can work together to create and maintain a trusted cloud ecosystem.

We are a community-driven nonprofit, responsible for the CIS Controls® and CIS Benchmarks™, globally recognized best practices for securing IT systems and data. 
We lead a global community of IT professionals to continuously evolve these standards and provide products and services to proactively safeguard against emerging 
threats. Our CIS Hardened Images® provide secure, on-demand, scalable computing environments in the cloud.

The Open Web Application Security Project® (OWASP) is a nonprofit foundation that works to improve the security of software. Through community-led open-source 
software projects, hundreds of local chapters worldwide, tens of thousands of members, and leading educational and training conferences, the OWASP Foundation is 
the source for developers and technologists to secure the web.



• Latest “best practice” implementation advice linked to controls 

• White paperS  

• Media & Entertainment perspectivE  

• Product specific Best practice 

• Common workflow patterns, end-end security advice

CLOUD PLATFORMS
Aligned shared responsibility and virtualisation models



• Software review release process and team skills 

• Interaction between components

Application & cloud
Aligned shared responsibility and virtualisation models

APPLICATION

CLOUD PLATFORM



• Software review release process and team skills 

• Interaction between components

Application & cloud…configuration
Aligned shared responsibility and virtualisation models

APPLICATION

CLOUD PLATFORM

Configuration



• Software review release process and team skills 

• Interaction between components

Application & cloud…scale
Aligned shared responsibility and virtualisation models

APPLICATION

CLOUD PLATFORM

Configuration

Private/hybrid/public



• Software review release process and team skills 

• Interaction between components

AppLICATION & cloud…integration
Aligned shared responsibility and virtualisation models

APPLICATION

CLOUD PLATFORM

Configuration

INTEGRATION



Technology 
COMMITTEE



Key Perspectives
Voices from the technology committee chairs

• Major content owner  

• Major software platform

•  Multi-platform services



Top 50 categories 

• Focused on small set of 
primary controls in each area 

• Aligned to key roles across the 
organization at any scale

• High level summary narrative 
document 

• Overview structure for target 
900 controls 

• Spreadsheet with detailed 
controls and links 

EXECUTIVE SECURITY

OPS DEV TECH



• Strong foundations 

• Huge team effort (thanks!) 

• Framework alignment 

• Open source, peer review 

• Mapping, graph traversal 

• Credentials, site security

16

CONTROL set review
CDSA Technology Committee: a volunteer army



Reference

Standard control  
frameworks 
CSA, CIS, OWASP, MPA

ASSESSMENT

Implementation

Primary control Vendor procedure

Secure configuration,  
best practice

Vendor operational workflow

Remediation 
tickets

Dashboard 
(real time)

Equivalent 
controlsEquivalent 
controls
Equivalent 

controls
Equivalent 
controls

Evidence

CONTROL HEIRARCHY

Snapshot 
(report)



Cloud platforms

Shared platform Vendor Portal

Evolution

Control standards 
(open source)

App&cloud 
Control framework

App&cloud 
Best practice

Audit history

Process template Vendor process

Annual visit, 
static report

Real-time risk updates, 
continuous deployment

Risk register

Incident Response

Enterprise tools



EVOLUTION: REAL-TIME Security



Cloud

Platform  
Reviews

Standards

                                      JIRa/Confluence/api

AWSGithub Toolbox 

Azure

GCP

Meetings 
Incidents 
Defects 
Release pipeline 

Platform 
certifications

Training 
register

Risk register

Training 
Materials

Automated 
remote checks

Operations 
Design guide 

Bounty based 
continuous test

Vendor roster 
Shared reports 
Status 
Assessment  
booking

Other...

Workloads

Application Security  
Verification Standard

Site Security 
Best Practices

Controls

Site

Cloud & 
Infrastructure

People & 
process

Procedures

Vendor 
Specific

  Service specific

Service specific

Identity

Threat model

On-premises

White paperS & 
GUIDES

Site ASSESSMENTReduce controls maintenance effort 

Leverage cloud platform collateral 

Usable documentation, easy to adopt 
an approach 

Highlight control changes and new 
threats/intel 

Enable skills development 

New audit support

Secure configuration 
guidelines

Version control

SOFTWARE 
DevELOPMENT 
lifecycle

Service specific 
use case

Custom



Cloud

Standards

Workloads

Application Security  
Verification Standard

Site Security 
Best Practices

Reduce controls maintenance effort



Cloud

Standards

Workloads

Application Security  
Verification Standard

Site Security 
Best Practices

Reduce controls maintenance effort 

Leverage cloud platform collateral 

AWS

Azure

GCP

Other...

On-premises
Secure configuration 
guidelines

Github Toolbox 

White paperS & 
GUIDES



Cloud
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Incidents 
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Risk register

Operations 
Design guide 
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Where We ARE GOING…



Identify Targets

BEST PRACTICES

CONFIRM STANDARDS FRAMEWORK

HIGH LEVEL ORIENTATION

Detailed Roadmap

W
e are here

Publish CONTROL 
FRAMEWORK

ROADMAP

ROAD-TEST  
USE CASES

VENDOR BETA



Contact: bschofield@CDSAonline.org

Questions, IDEAS or 
COMMENTS?

mailto:bschofield@CDSAonline.org

