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One “Cable TV package” to rule them all……. 
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2000+: File Sharing over Internet

Using direct download cyberlockers Using Peer to Peer networks
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2010+: Web & Social Media Streaming
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2015+: IPTV on Illicit Streaming Devices
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Consumer Behavior Change Is Accelerating

?

Theatres
Stadiums 
Amusement Parks 
Resorts
Sports bars 

+30%
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VOD Is Becoming Early Release Window

STUDIOS

Premium
Early Window 

Content

DIGITAL

D2C
Pay-TV
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What Does It Mean For Our Industry?

Early Release

$

TimeRelease

Driving a piracy pandemic
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The contracting release windows lead to
→ Increasing of piracy risks

https://resources.nagra.com/nagra-pvod-ebook
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Piracy Distribution: On Every Screen

IPTVWeb

Apps

PlaylistsSocial Media
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Development in types of piracy
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Who are the pirates of today and tomorrow?
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Pirates are more likely to churn

Pirates have a
23% churn 

rate Non-Pirates 
have a 16% 
churn rate

Source: Omdia
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NAGRA and Digital Citizens Alliance estimates from 
the “Money for nothing report”

30 million individuals or 9 
million households, were 
using a pirate IPTV 
subscription

3’500 storefront websites, 
social media and stores 
within online marketplaces 
sell pirate subscription IPTV 
services to the US market 
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Hundreds of channels and VOD titles per service

Millions illegal subscribers in the USA

More than 2000 known commercial piracy services

Your content is most likely here
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Act Now Before…

Subscription piracy becomes the new norm for 
consumers and is socially accepted

Suffering from a video piracy pandemic
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US content sources for TV channels in the US
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How piracy is often fought today

Monitoring

Open Web

Deep Web

Capture Pirate Video

Collecting Data

- Infringed content
- Time & date
- Infringing pirate service
- Domain / server URL / IP address
- Screenshot
- Etc. 

Server Takedown

Sending DMCA 
Abuse Notifications 

- CDNs
- Hosting providers
- Domain registrars 
- Social Media 
- Etc. 

No Server Takedown

Monitoring Platform

Insufficient
Success Rate
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Stop Leaks at the Source
Closing the Loop with Watermarking

Watermark 
Insertion

 Unique ID 
per streaming session 
or per user

 Applies to selected  
premium content 
(live and/or VoD)

 Scalable, to avoid any 
impact on latency and
streaming capacity

Anti-Piracy 
Monitoring

Detected
ID

Detection
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Best way to fight commercial piracy

Shut down the source
Identify watermarks
Close or revoke streams live:
- At CDN edge
- Rights owner

Monitoring

Open Web

Deep Web

ID Leak source 
takedown
disruption

Detect Watermarks

Capture Pirate Video

Collect Data

- Infringed content
- Time & date
- Infringing pirate service
- Domain / server URL / IP address
- Screenshot

PayTV and OTT operators

No access to 
stream

WMK Harvesting
- Collates WM data
- Co-ordinates collective 

disruption campaigns 
across multiple PayTV and 
OTT operators

Open Web

Deep Web

Monitoring Platform

Intelligent
legal or timed
actions
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− VOD
− Protects the value of pre-release 

− Protects integrity of distribution 

− Live
− Takedown of the source

− Harvesting of watermarking for 
future actions 

Value of Watermarking
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Content Owners and Service Providers: What to Do?

SECURE OTT
CONTENT

& SERVICES

WATERMARK
CONTENT

EVERYWHERE

ACTIVELY
FIGHT

PIRACY
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Turn Challenges into Opportunities

INVEST MONETIZE STAY SAFESECURE

Content & Services

Watermarking

Anti-Piracy Services
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T H A N K  Y O U

David Wurgler, Sr. Director Anti Piracy & Watermarking – david.wurgler@nagra.com
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dtv.nagra.com/anti-piracy-services
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