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Introduction

Using Zero Trust to Protect Intellectual Property in M&E

Intellectual property (IP) protection is vital to your bottom line. A leaked script, clip or game
design can be disastrous to the success of any project. While today’s collaboration tools
have made it easier than ever to exchange ideas and information—it’s also all too easy for
deliberate and accidental data leakage to occur.

Learn how applying a Zero trust methodology to data access and sharing can help
safequard your most vital assets and ensure they don’t accidentally or deliberately walk out
the door.

‘o'arChTIS www.archTIS.com



Agenda

* |P Theftin M&E Facts & Figures

« Remote Work & Collaboration Tool
Impact on Data Loss

« Extending Zero Trust Principles to
Data Access and Collaboration

« NC Protect Intro
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IP Theft Costs a Total US%1 Trillion Per Year
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VID19 Has :hangecl the Global Workforce
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Remote Work Benefits Outweigh the Risk

P How concerned are you about the security risks introduced by users working from home?

o Are concerned about
9 /o risks introduced by
working from home.

Not at all concerned Extremely concerned

M Extremely concerned M Veryconcerned M Moderately concerned M Slightly concerned B Mot at all concerned
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P Do you expect to continue to support increased work from home capabilities in the future
(due to increased productivity and other business henefits)?

0% Of organizations are likely
to maintain a remote workforce.

Not likely Very likely

W Notlikely B Somewhatlikely B Very likely




Applications of Most Concern

P What work applications used by remote workers are you most concerned about from a
security perspective?
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Top Security Challenges ldentified
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P What would you consider your organization’s biggest security challenge regarding increasing
the remote workforce?

User awareness and trainings _ 57%
Home/public WiFi network security _ 52%
Sensitive data leaving perimeter _ 46% —
Increased security risks _ 45%
Use of personal devices/BYOD _ 380,
Lack of visibility _ 34%
Additional cost of security solutions _ 31% P e
Availability/user experience _ 2804 %
Accountability/audit gaps _ 27%
Unsanctioned use of cloud apps - 19% @
Use of weak or compromissed credentials - 15% 1
Adding capacity - 13%
Solution scalability - 7%} _.f—>
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Technologies Used to Combat the Risks

P Please rank the importance of the following cyber technologies to protect the organization
from these new threat vectors?
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And don’t forget human error...

* Personal Information (PII) sent
to wrong recipient (email or other)

* Unauthorized disclosure
(unintended release or publication)

» Failure to use BCC when sending email

 Unauthorized disclosure
(failure to redact)
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Zero Trust &
Data Security

Extending the methodology to
Data Access




What is Zero Trust?

-
The strategy around Zero Trust Never Trust ;

boils down to don’t trust anyone. AlWEIYS VE Plfy

We're talking about, ‘Let’s cut off all
access until the network knows who
you are.

Don’t allow access to IP addresses,
machines, etc. until you know who that
user is and whether they're authorized.

Charlie Gero, CTO of Enterprise and Advanced Projects
Group at Akamai Technologies

https: . line. ticle/3247848/what-is- -trust-a-model-for- -effective- ity.html
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Control

Traditional Role Based Access |

(RBAC)
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Attribute-based Access Control (ABAC)

Security is built around the combination of User, Environmental and Resource attributes

Any Attributes + Policy = Conditional Access

User Location Network/Device Data Access Paolicy Deny or Approve

Name « Country « Name + Documents, Videos. Allow requests with ... Digital Asset or
+ Nationality . State « Credential Raw Data. Images abc attributes access to Service

»  Security Clearance + Address . Classification + Classification information asset....

+ Organization . MAC address « Sensitivity Level with xyz permissions. ® o
»  Group + Metadata

Sensitivity: Confidential i . Sensitivity: Confidential

Location: Office 1 . \ p Location: Airplane

Approve Access ’ Deny Access
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Zero Trust Data Access

NCPROTECT to Dynamically
Secure Collaboration




1. Who should have
access to data

2. What users should be
able to do with it once
they have access

What We Solve




Key Capabilities

* Provides dynamic, real-time data-centric
protection

* Limits access based on both user and file context  £98CH el A\

« Controls file usage and sharing rights R —

.............
............

« Uses existing MIP sensitivity labels

* Adds Personalized Security Watermarks
. Forces Secure Read-Only Viewing i
« Time limits access to data

e Build smart Information Barriers between
workgroups, contractors, etc.
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Proactively Control SharePoint
Collaboration with Dynamic Rules
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Proactively Control SharePoint
Collaboration with Dynamic Rules

Sharef
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Documents

Project Titan

NEXTZEN
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Proactively Control Microsoft Teams
Collaboration with Built-in Rules

« Dynamic Information Barriers

* Protect file & chat content in Teams

« Control guest access

« Set channel security

» Archive a channel or chat as read-only

* Retroactively remove access in chat history

* Apply the same policies to the SharePoint
sites beneath Teams
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Applying Zero Trust Access
with NC Protect

Sensitivity: Confidential

Location: Coffee Shop
e -

Device: Secure Laptop . 1 - i . Device: Cell Phone
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Scalable - Secure ALL Your Collaboration
With a Single Solution
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The NC Protect Difference — gg

. “Secure collaboration is always a top

S I m Ij I E u F a S t . S c a I a b I E . priority for our customers, and Nucleus
Cyber’s integrations can help customers
with highly sensitive data to ensure it
remains protected as it is shared through
the collaboration lifecycle.”

Member of

Ryan McGee Microsoft Intelligent

Security Association

Security Product Marketing, ==
Microsoft Corp

SIMPLE FAST SCALABLE -

-

Nucleus Cyber has become the best
product for securing unstructured
information that provides coverage for
data and files moving in and out of various
Microsoft apps, namely 0365, SharePoint,
OneDrive, Teams and Exchange. Microsoft

Manage information Automatically apply Extensible across Office has nothing like it, and the granular
protection without the information protection to 365 apps, SharePoint ﬂﬁ’%ﬂgeﬁc ACIEE NI
complexity of native tools content, teams and sites on-premises, Windows '
file shares, Dropbox

. ; Robert MacMillan
and Nutanix Files Head of Cyber Security
Virgin Mobile @
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Duestions

Dave Matthews
Technical Solutions Manager

dave.matthews@archtis.com




