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It Takes A Village
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Lack of Visibility
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Multi Day Event 
Planning Pays Off
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Token Sharing 

API DDoS Attack

Geography Spoofing

Modified APK (Android Package)

Credential Stuffing

Social Attacks

Rebroadcasting

By The Numbers:
- 315,762: Shared Playback Tokens Revoked
- 8,451,026: Playback Sessions Blocked
- 28,859,904,208: Playback Attempts 

Blocked

Success Criteria:
- Overall Piracy Reduction Target - 60%
- Piracy Reduction Actual - 75%
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Publishers Misunderstood Risk

Bandwidth Rarely The Biggest Risk

Licence Agreements
Brand Protection
Reputation
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IP/CIDR Blocking
User Agent Blocking
Geo Blocking

Photo by VDB Photos on Shutterstock

ALL Other Applications
Token Generator
VPN/Proxy Blocking
Credential Stuffing
Enterprise Security
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Piracy is a business. Fighting us is an OPEX cost
So let’s grow their OPEX!

● Piracy is funded by theft of our least protected assets
● If we reduce/eliminate our low hanging fruit, we reduce their cash flow
● That means pirates have to work harder to win (spend more, earn less)
● If we reduce their ROI enough, they will move on to softer targets

My recommendations for the lowest hanging fruit:

● Token Authentication with ID
● User Agent
● Referrers
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Problem

or

Solution
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