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Evolving Threats
Where We’re Headed?



the
ethic l
h c er

Ralph Echemendia - The Ethical Hacker

Time is an
Illusion.

Timing
is an art.

- Stefan Edmunds
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Fame 
NotorietyCuriosity Revenge

Industrial 
Espionage

Political

MOTIVES

Financial  
Profit
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Hack.
The values of data.

Tech
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timing = panic 


insufficient budgets


cybersecurity’s relationship with 
business functions


regulation complexities and 
fragmentation


lack of confidence


crypto-currencies


distributed architecture (Web3.0)


rapid transformation


maturity of threat actors / vectors


impunity
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information

vectors

MISINFORMATION DISINFORMATION MALINFORMATION

spreading

Misleading

or fasle


information

without


the intent to

harm or deceive

Misleading

or fasle


information

with


the intent to

harm or deceive

context is

deliberately

manipulated


to cause harm

false information

intent to harm
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technical Vectors

RANDSOM-WARE

RaaS


business model

CRYPTO-Malware

Isolate and Contain

phising

MALWARE

VIRUS

keyloggers

trojans
 logic bombs

bots/botnets
rootkits

 adware & spyware

worms

CRYPTO-Forensics
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Script 
Acquisition Development Greenlight Budgeting and 

Funding Casting Location 
Scouting

Crew HiringProduction 
Design

Production 
Scheduling

Principal 
Photography

Dailies 
Processing

Pre-
Visualization

Picture 
Editorial Visual Effects Sound 

Editorial ADR/Foley Composing Music 
Supervision

ScoringSound MixingAudio 
Mastering

Digital Cinema 
PackageAnswer PrintDistribution

Pre-Production Production
Post-

Production Distribution

Script to Screen

DATA, DATA , FILES and MORE FILES
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Budget Schedule

Contracts

Script

Key Crew Hires

Cast

Contracts

DATA, DATA , FILES 

and 


MORE FILES

Information at RISK
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Location Scouting

Set Construction

Production Office Post Facilities / Workflows

Conceptual Drawings

DATA, DATA , FILES 

and 


MORE FILES

Information at RISK
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$1,000,000,000,000
The Cost of Hacking

over ONE TRILLION DOLLARS in 

annual costs of security 

breaches
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Innovation
creates opportunity.
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Opportunity
produces Risk.
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Risk
creates Innovation.

Exploiting
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creates
Trust.

Vulnerability
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Safety.
The condition of being 
protected from harm or other 
non-desirable outcomes.  
 
Safety can also refer to the 
control of recognized hazards 
in order to achieve an 
acceptable level of risk.
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Detection.
Knowing is half 

the battle.

AVERAGE DETECTION TIME


206 Days
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Behaviour.
The way in which one acts or 
conducts oneself, especially 
towards others.


The way in which a machine or 
natural phenomenon works or 
functions.
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Prevention.
Taking action is 

the answer.
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Value.

Ethics.
How to use these 

superpowers.
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Thank YOU

RALPHEZ

RALPHEZ@RALPHR3M1X

@RECHEMENDIA


