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Conference Program

9 - 9:05 a.m. Welcome Remarks
Richard Atkinson, President & Chairman Emeritus, CDSA
Atkinson Guy Finley, Executive Director, CDSA

9:05 - 9:10 a.m. Conference Welcome Remarks

9:10 — 9:30 a.m. OPENING KEYNOTE: Securing the World Cup: Going for the Win! (Part I)
Preparing, presenting, and protecting major LIVE events is a core challenge to our industry, both
from a streaming and broadcast distribution perspective. Our opening Keynote speaker takes us
through some of the planning, the setup, and the execution of one of the most successful overall
efforts to protect the biggest and most hotly anticipated sporting event, the World Cup.

Lee Kent, Content Protection Manager, belN Media Group

9:30 — 9:50 a.m. Broadening the Spectrum of Protecting Live Content (Part Il) y
Having just heard from the Distributor in Part 1, the core question is: How does this help the ? .
Content Owner? This session analyzes the challenge from different perspectives across our industry, >
and how it all comes together when you have mere moments (seconds?) to detect fraudulent
streams. A critical factor is identifying their routes and getting them terminated...in ways that drive
consumers to the licensed channels and away from the pirates.

Sam Bahun, Vice President of Sales Americas, Friend MTS

Protecting the Media and

Taking the fight directly to the scammers and using their tools and approaches against them is a
novel approach that can have dramatic deterrent effects for our community and especially our *

customers...whom they prey upon. This session talks through scenarios of those that conduct such E n t e rt a I n I I I e n t I n d u St r

. work, the results, and the feeling of giving these scammers a taste of their own medicine.

Pickering Alex Pickering, Director, Content Security, BBC Studios
Richard Atkinson, President, CDSA

10:10 — 10:30 a.m. This Time it Matters: The Grand Convergence Underpinning Al C b .t

There is a true revolution going on across all industries around the world. Al represents an incredible y e r S e C u r I y’

opportunity as it is being leveraged by just about every aspect of technology and life in general...

and while there are amazing gains there are also many terrifying threats and nefarious uses of the %
technology. This session will touch on the breadth of Al, while also providing a perspective on how eve ryW h e re yo u n e e d I t ®
to embrace the opportunities and not to be fearful or reactive.

Richard Atkinson, President, CDSA
Benjamin Toombs, Manager of DTC Fraud Prevention, Warner Bros. Discovery and Co-Chair of

CDSA Al Working Group Visit Fortinet.com/M&E

10:30 — 11 a.m. NETWORKING BREAK
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I 11 - 11:20 a.m. CDSA Working Group Highlight: Addressing Crew On/Off-Boarding \‘
The constant onboarding and offboarding of production crew members across major elements '
’ | 5= of M&E has considerable cost and timing implications against an overall industry effort to work . o)
‘ faster, be more agile and achieve greater efficiencies. CDSA and MovielLabs are attacking this space .
from both ends, with CDSA’s Production ID Working Group driving a near-term effort to make “
amson operational efficiency improvements via best practices, while MovielLabs is developing a “North Scholfield

Star” vision for our industry that defines key transitional elements that CDSA can then air towards.
Hear from panelists engaged in both endeavors, and the value they see in this effort.

Moderator: Ben Schofield, Technical Director, CDSA

Panelists: Keith Ritlop, Vice President of Enterprise & Production Technology NBCUniversal and
Co-Chair, Production Security Work Streams, CDSA

Shira Harrison, Vice President, IT, Amblin Entertainment and Co-Chair, Production Security Working
Group, CDSA

11:20 — 11:40 a.m. Using Al to Drive Efficiencies in Production and Post

In this next session we will review some of the ways in which the industry is leveraging Al in
production technology to help reduce “friction” and drive systems consolidation to better support
creative workflows. Hear about the efficiencies which can be gained and what best practices can be
employed to ensure we are using the technology to the best of its ability.

Keith Ritlop, Vice President of Enterprise & Production Technology NBCUniversal and Co-Chair,
Production Security Work Streams, CDSA

11:40 a.m. — 12 p.m. A look at the Legal and Moral Challenges of Al
The speed of the development, training, and leveraging of Al is leading many people to raise

p @ -
significant legal and moral questions. There are so many questions around who owns the rights to W he re AI a nd sec u rl t ‘ o I I Id e
the materials which Al engines are being trained on and what is real or fake. As the usage of this
technology becomes increasingly pervasive we need to try to find some answers. This session will

Glausman ::‘i)S(EIs(:‘)re this landscape, and provide some perspectives on how to weigh these opportunities and Matlach We G re SeC u rity PI'CI CtitiO n e rS He re tO Hel p

Evelynn Glausman, General Manager, loLiberium
Nick Matlach, President, loLiberium and Executive Board Member, CDSA

12 - 12:15 p.m. The Security Challenges of integrating Al & Consumer Apps (like Meta)
There are many emerging challenges when integrating Al services into customer-facing spaces and
the security/concerns we should take into account. We may inadvertently create security or privacy
concerns, e.g., introduction of Al created stickers on Meta messenger and the lack of limitations
allows users to create inappropriate content and then distribute it, essentially using Meta’s platform
Little resources.

Nicole Little, Content Protection Strategist, Amazon Studios

\} convergent
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12:15 - 12:30 p.m. CDSA Highlight: Securing the Broad Product Supply Chain via CDSA’s
Copyright & Licensing Working Group

Consumer Product development and manufacturing of IP from film, TV, and games is a multi-billion
dollar industry...which is fraught with risk due to the early timing, distributed nature of the pro-
cess and the ultimate value of the products. The CDSA’s Copyright & Licensing Working Group has
embarked on a multi-year effort to engage with the Licensing Community in a broad way with their
“Spoiler Alert” awareness campaign. This session highlights the overall project, the roadmap, and
some of the key objectives and learnings.

Nick Matlach, President, loLiberium and Executive Board Member & CLWG Co-Chair, CDSA

Cyril Abdi, Director of Sensitive Information Protection, The Walt Disney Company and CLWG
Co-Chair & Board Member, CDSA

12:30 — 1:30 p.m. NETWORKING LUNCHEON

1:30 — 2 p.m. CREATIVE KEYNOTE: How Al is enabling the Storyteller’s Vision

d ify & k th h
1. Identify & track the threat
CDSA's new “Creative-in-Residence” joins us for a continuation of the conversation on the ®
intersection between “Al and Creativity”. In this session, we get insight into how multiple players Z E n fo rc e 0 u r r I h t S
come together to develop amazing Al experiences. ®
Jerry Rees, Disney Imagineer/Director/Animator
Results within seconds

2 —2:20 p.m. Premium Streaming: Per Session End-to-End Content Security (VOD & Live)
This session highlights the newest innovations in video/content security leveraging the joint
capabilities of Eluvio and NAGRA. It presents real-world use cases, discuss the industry’s first

integration of forensic watermarking into Eluvio’s global blockchain Fabric for premium content A .
p alKk to the experts to 1inhd out how

Michelle Munson, Chief Executive Officer & Co-founder, Eluv.io Gerstein
Ken Gerstein, Vice President, Sales, NAGRA Anti-Piracy & Nexguard

Munson

2:20 - 3 p.m. Adobe’s Content Authenticity Initiative & Extensive Leverage of Al

All this talk about Al is great, but how is it being leveraged to help us and make our creative lives
better? This session will focus on how Adobe is leveraging Al (and has been for some time) to
achieve greater content authenticity, easier and safer content generation, and more effective fraud
prevention...while also enabling amazing user creativity and efficiency.

Enhancing Tools and Workflows through Al -

Todd Burke, Principal Solutions Consultant, Adobe and CDSA Board Member

Using Al Bots for Advanced Fraud Detection -

Michael Draper, Senior Director Digital Fraud and Consumer Protection, Adobe

Establishing Provenance: The Content Authenticity Initiative -

Santiago Lyon, Head of Advocacy and Education, Content Authenticity Initiative (CAI)

3 -3:30 p.m. NETWORKING BREAK
Monitoring & IP enforcement for'live, linear and VOD

www.friendmts.com
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3:30 - 4 p.m. Google’s Perspective on Generative Al & Security

How are Generative Al & Security converging? We hear from Google Cloud as they work to stay
ahead of the threats while leveraging the opportunities.

Toby Scales, Advisor, Office of the CISO, Google Cloud

Scales
4 -4:15 p.m. ME-ISAC’s Anatomy of a Breach: MGM Grand & Caesars Palace
Jess Levine, Threat Analyst, CDSA’s ME-ISAC
Chris Taylor, Director, CDSA’s ME-ISAC and Global Security Director, Skydance

Taylor

4:15 - 4:35 p.m. How Al Impacts Security Compliance

Generative Al is in nearly every conversation and will touch us in everything we do
from email and social media, through to new Saa$S applications we develop and our
use of 3rd party solutions. Risk will increase in proportion to the level of Al interaction.
) : Without defined best practice and security compliance how can we be confident that
GIIiat-Smit Al is working for us for rather than against us in public cloud environments.
Moderator: Mathew Gilliat-Smith, EVP, Convergent Risks

Panelists: Chris Johnson, Founder & CEO, Convergent Risks

Justin Whitehead, Founder and CEOQ, Digital Silence

=3 ' .~
W
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Johnson Whitehead

4:35 - 4:45 p.m. CDSA Highlight: Hardening the Streaming Ecosystem via CDSA Security
of Streaming Devices Working Group

This session discusses the strategic and holistic approach being taken by our community to address
challenges in the entire streaming ecosystem that starts at the device level. With a collective goal
JMll of hardening an ever evolving landscape, we have built several work streams that compliment the
Paun " overall objective of the primary group which is led by Netflix.

Filip Paun, Senior Security Architect, Netflix and SSDWG Chair & Board Member, CDSA S p e e d O r S e C U r | ty ’P
[ ]

4:45 - 5:15 p.m. CLOSING KEYNOTE: Ready, Fire, Aim — The Impact of the Increasing Wit h Fo rtinet YO u Ca n H ave Bot h
I .

Speed of Technological Evolution
“The power of miniature transistors, and the silicon that binds and activates that magic, is undeniable

Your viewers expect instant, reliable, high-quality content. Hyperscale data centers give
you ultra-fast content delivery, but can your cybersecurity keep up?

in its transformation of humanity.
24 What we do with that silicon in the many form factors it lives today, from the browser to mobile
Schilowitz computing to all the ways that data flow that enables the world to drive our hyperconnected global

society, all living on binary compute functions, is truly awe-inspiring. Fortinet Secure Networking solutions are powered by purpose-built, proprietary ASICs,
And we are just really getting started on this journey of the power of computing. In the era of Al, delivering the industry’s best price-performance for faster security, quicker response, and
ML, blockchain, and XR, this already profound impact will be multiplied by the speed at which these : - A % :

higher ROI. With our industry-leading threat protection and ultra-low latency, you can

changes will impact our lives, both at work and at home. )

Revisiting their conversation from Fortinet’s Security Summit Championship back in September, our provide fast, secure content delivery to your audiences.
CLOSING KEYNOTE discussed the impact of these new technologies on our industry, businesses,
and lives, now and in the future.” Smiley
Ted Schilowitz, Futurist & Executive Vice President, Paramount Global

Seth Shapiro, Managing Partner, Digital Asset Advisors and Partner, Alpha Transform Holdings

Michael Smiley, Director Systems Engineering, Fortinet

Visit Fortinet.com/M&E to learn more.

Closing Remarks and NETWORKING RECEPTION
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\Chieve a TPN
- Gold Shield

@ TRUSTED

PARTNER
NETWORK

We are the principal provider of security assessments for the major content owners and their
M&E vendor supply chain. Our assessor team offers the widest experience and guidance for your
environment. We work with pre-production, production, post-production and distribution vendors
across the globe through our offices in the Americas, EMEA and APAC.

In addition to helping you achieve TPN Gold assessment status, our services include cloud and
application security consulting, web app and infrastructure penetration testing; internal vulnerability

scanning as a managed service (cloud configuration & infrastructure), management policies; incident
response; SOC2/ISO/NIST readiness; and privacy compliance.

&> convergent

Contact Us

For more information or general enquiries:
e: info@convergentrisks.com

w: www.convergentrisks.com

US Office: +1 (818) 452 9544

UK Office: +44 (0) 1276 415 725

indee.

The most secure screening solution for awards, publicity,
marketing, dailies and other use cases

tably Numb

SECURING CONTENT FOR
AMAZON
NETFLIX STUDIOS @CBS
LIONSGATE SHQ 13

A24 NBCUniversal

https://indee.tv

Proud sponsor of the Content Protection Summit 2023
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The Eluvio Content Fabric

An open-architecture streaming, content
distribution, and storage network built for
the Third Generation Internet. No legacy
CDN, media cloud or user PlIl is required.

Ultra low latency, 4K Just-In-Time Personalized
FAST, Live, PVOD & Content/Ad Insertion
Interactive Streaming at Scale

Hyper Efficient vs Q All Functions In One
Media Cloud/CDN Dynamic Protocol

Transparent, Tamper- @ Built-In Encryption, DRM,

Free, & Web3 Native Forensic Watermarking

Delighting consumers has never been more challenging. Production has become
as fragmented as distribution and the risk of content theft is now higher than ever.

Learn more at S S B NAGRA offers a holistic and scalable approach for securely transferring pre-
: KUDELSKI ' ts t ntent f :
www.eluv.io production assets to protect your content from camera to glass and beyond

DTV.NAGRA.COM SECURE YOUR CONTENT AND YOUR REVENUE TODAY!
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women in technology | hollywood

JOB BOARD

The #1 resource for
technology career
opportunities in

Media & Entertainment.
withollywood.org/job-board

Check out what we've been
working on for our licensees!

Learn more at:
CDSAonline.org/spoileralert

SEREIVING

Watermark your
streams & assets to keep
pirates at bay

Talk to the experts to learn how
to protect your revenue

Forensic watermarking for studio grade assets and streams

www.friendmts.com
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DS

Content Delivery & Security Association

Leading the Future of Security In
Media + Entertainment

CDSA MEMBERS

2G Digital @ Adobe @ Amazon Studios @ AWS e Amblin Entertainment @ Apple
ARM e BBC Studios @ BeBop Technology e Bob Gold & Associates e Buy DRM
CineSend e Cognizant @ Convergent Risks @ Creative Future ® Deluxe
Digital Silence e Eluvio @« EZDRM e Fastly @ Fortinet ® Fortium e FriendMTS
Funko @ Google Cloud e Hasbro @ Huawei Cloud Computing @ IDC Digital
Indee @ PallyCon e Irdeto @ lyuno e Jakks Pacific @ Keywords Studios e LADB
Legendary @ LEGO Group e Lionsgate @ MESA e Microsoft @ Microstrategy
NAGRA e NBCUniversal @ Netflix ® OpSec Security @ Paramount e Pixelogic
Resillion @ Richey May e Riscure @ Secure the Village @ SHIFT e Signiant
Skydance e Softtek @ Sohonet ® Sony Pictures Entertainment e Synamedia
Taksati Consulting @ Technicolor e Testronic @ The Walt Disney Company
TPOP e Vision Media e Vubiquity @ Warner Bros. Discovery @ Wasabi
Widevine @ Xcapism Learning @ XL8 e Zixi

CDSAonline.org
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718% of threat assessment penetration tests show
significant previously undetected vulnerabilities.

“}' convergent

Leading provider of infrastructure and web app penetration
testing, code reviews and TPN security assessments.

For more information or general enquiries:
info@convergentrisks.com
www.convergentrisks.com

Americas: +1 (818) 452 9544
EMEA: +44 (0) 203 834 9544

LOS ANGELES o LONDON e MUMBAI
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Protect your content and customer
data against cybersecurity threats —
everywhere you need it.

Media and entertainment companies face the same cybersecurity challenges as other consumer-facing
industries—protecting customer data, demonstrating compliance, improving operational efficiency, and
avoiding downtime. Gain peace of mind that your most critical assets are protected wherever they
reside—from endpoint to robust multi-cloud environments—while also delivering a high-class customer
experience and ensuring operational availability. Fortinet is the dedicated media and entertainment
industry partner for complete end-to-end protection. Learn more at Fortinet.com/M&E
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